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ABSTRACT

Extended Reality (“XR”), including virtual reality (“VR”) and
augmented reality (“AR”), revolutionizes digital interactions across
gaming, healthcare, education, and e-commerce. Its benefits include
immersive training, advanced surgical procedures, and enhanced pub-
lic engagement. XR’s ability to visualize data aids decision-making in
various sectors.

Despite these advantages, XR presents significant risks. Users face
harassment, physical injuries, and psychological impacts such as body
dysmorphia and trauma. Privacy concerns arise from the extensive
data collected by XR devices, which can lead to surveillance and pro-
filing. Misinformation and addiction, particularly in gaming and so-
cial media, pose further challenges.

Global regulatory responses vary, with the U.S. and E.U. taking
different approaches. U.S. requlations address privacy and child safety
but lack comprehensive XR-specific laws. The E.U.’s General Data
Protection Regulation (“GDPR”) and Digital Services Act provide
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broader frameworks. The article calls for nuanced regulations to ad-
dress XR’s unique challenges, emphasizing privacy protections, con-
tent moderation, child safety, and continued research.

Owerall, balancing XR’s benefits with effective requlations is cru-
cial to ensuring its safe and beneficial development for all users.
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INTRODUCTION

Imagine a world where surgeons can practice complex pro-
cedures without risking lives, where students can explore an-
cient civilizations firsthand, and where individuals can attend
virtual family gatherings despite being continents apart. This is
the promise of extended reality (“XR”) technologies. In one no-
table case, in 2022, a team of doctors working across the United
Kingdom (“UK”) and Brazil successfully separated conjoined
twins using virtual reality (“VR”) simulations, across conti-
nents, to rehearse the intricate surgery multiple times before the
actual procedure.! This remarkable achievement underscores
the transformative potential of XR, reshaping industries, and
enhancing human experiences. However, as even more use
cases develop, and as XR technologies continue to evolve, it is
crucial to navigate the benefits and risks they present.

XR technologies can pose various harms, including harass-
ment and assault in virtual environments, physical injuries,
psychological impacts like body dysmorphia, privacy viola-
tions, misinformation, addiction, and property harms.? Chil-
dren, in particular, face heightened risks.> Global regulatory re-
sponses vary, with initiatives primarily in the United States
(“U.S.”), the European Union (“EU”), and the U.K.* The U.S. ap-
proach focuses on federal and state regulations that may touch
XR but are not directly aimed at regulating the medium.® These
mainly target privacy, content moderation, and child safety.®
The E.U.s General Data Protection Regulation and the Digital
Services Act provide broader regulatory frameworks.”

1. Demond Cureton, Doctors Leverage VR to Separate Conjoined Twins, XR TODAY (Aug. 3,
2022), https://www xrtoday.com/mixed-reality/doctors-leverage-vr-to-separate-conjoined-
twins/ [https://perma.cc/235L-2]JDQ)].

2. See infra Section IL.B.

See infra Section I1.B.8.

See infra Part III.

See infra Section IILA.

See id.

See infra notes 491-93 and accompanying text.
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Comprehensive and nuanced regulatory approaches must
address the unique challenges posed by XR technologies. Rec-
ommendations include enhanced privacy protections, content
moderation policies specifically tailored to XR, child safety
measures, and continued research into the impacts and applica-
tions of XR. The evolution of XR technologies demands ongoing
attention to ensure their continued development is beneficial
and safe for all users.

This paper embarks on a comprehensive exploration of XR
technologies, beginning with an in-depth definition and exam-
ination of XR'’s various forms and applications in the section ti-
tled “What is Extended Reality?” The analysis then delves into
usage statistics, highlighting the rapid growth and adoption of
XR across multiple industries, detailed in “Usage Statistics.”
The subsequent sections, “Landscape of Companies” and “Ben-
efits,” dissect the landscape of companies pioneering XR inno-
vations and enumerate the substantial benefits these technolo-
gies bring to sectors like education, healthcare, and civic
engagement. The darker side of XR is scrutinized in the
“Harms” section, detailing the physical, psychological, and pri-
vacy harms users may encounter. In addressing these chal-
lenges, “Regulatory Options” analyzes global regulatory re-
sponses, with a focus on U.S. federal and state regulations, as
well as the European Union’s approach. The conclusion offers
actionable recommendations for nuanced and effective regula-
tory measures to ensure that XR technologies continue to de-
velop in a manner that maximizes their benefits while mitigat-
ing their risks.

L. WHAT IS EXTENDED REALITY?

XR technologies have brought about new forms of compu-
ting, offering immersive experiences in various domains.® The

8. See, e.g., Celebrating One Year of Pinterest Lens, PINTEREST NEWSROOM (Feb. 8, 2018),
https://newsroom-archive.pinterest.com/celebrating-one-year-of-pinterest-lens
[https://perma.cc/86NB-DPUE] (detailing how Pinterest’s new Lens technology allows users to
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medium is experiencing robust growth, with sales and adop-
tion rates rising globally. The VR industry is projected to reach
$20.9 billion by 2025, with major tech companies, including
Meta, Apple, Microsoft, and ByteDance, leading in XR hard-
ware and applications.” Millions interact with XR daily for
work, training, or play, and its application in industries like
gaming, medicine, education, and e-commerce highlights its
versatility and global reach.!?

Understanding how three-dimensional computing technol-
ogy works is essential to understanding how important con-
cepts like digital governance and online harms are relevant to
the use of XR devices and applications. XR is an umbrella term
for immersive hardware and applications like VR and aug-
mented reality (“AR”)." It is also known as the metaverse or
spatial computing.'

use its camera-search technology to recreate recipes based on sale items in a grocery store or
reverse engineer outfits).

9. Augmented Reality and Virtual Reality Market with COVID-19 Impact Analysis - Global Fore-
cast to 2025 - ResearchAndMarkets.Com, BUS. WIRE (Jan. 11, 2021, 7:11 AM) [hereinafter Augmented
Reality 2025 Global Forecast], https://www .business-
wire.com/news/home/20210111005575/en/Augmented-Reality-and-Virtual-Reality-Market-
with-COVID-19-Impact-Analysis — Global-Forecast-to-2025 — ResearchAndMarkets.com
[https://perma.cc/4BL6-AC5P]; see Josh Ye, ByteDance Says Committed to VR Business Pico After
Report of It Shutting Brand, REUTERS (Oct. 24, 2023, 10:49 AM), https://www .reuters.com/technol-
ogy/bytedance-says-committed-vr-business-pico-after-report-it-shutting-brand-2023-10-24/
[https://perma.cc/SDSE-LKQJ].

10. See, e.g., Mike Boland, Google Lens Reaches 10 Billion Monthly Searches, AR INSIDER (Feb.
13, 2023), https://arinsider.co/2023/02/13/google-lens-reaches-10-billion-monthly-searches/
[https://perma.cc/L8CL-BGDD] (using XR in everyday life); Susan Laborde, 55+ Augmented Re-
ality Statistics You Should Know in 2023, TECHREPORT, https://techreport.com/statistics/software-
web/augmented-reality-statistics/ [https://perma.cc/2XJK-BGJU] (May 28, 2024, 2:51 AM) (using
XR globally); Josh Howarth, 24+ Augmented Reality Stats (2024-2028), EXPLODING TOPICS (Mar.
27, 2024), https://explodingtopics.com/blog/augmented-reality-stats [https://perma.cc/K4WH-
BYE3] (using XR in “marketing, manufacturing, and agriculture”); Rebekah Carter, The State of
Extended Reality in Gaming, XR TODAY (Aug. 5, 2022) https://www.xrtoday.com/virtual-real-
ity/the-state-of-extended-reality-in-gaming/ [https://perma.cc/4BSN-ZHTU] (using XR in gam-
ing).

11. See Brittan Heller, Watching Androids Dream of Electric Sheep: Immersive Technology, Bio-
metric Psychography, and the Law, 23 VAND. J. ENT. & TECH. L. 1, 6 (2020) [hereinafter Heller,
Watching Androids Dream].

12. Id.; Rory Greener, What is the Metaverse?, XR TODAY (Apr. 19, 2023), https://www .xrto-
day.com/mixed-reality/what-is-the-metaverse/ [https://perma.cc/3LAA-ZGLD].
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VR is a computer interface that places users inside an inter-
active digital environment.”® Sensors in a head-mounted device
(“HMD”) orient the user and place them within XR worlds.
Within the new environment, the user can experience “the
sights and sounds” of a digitally created universe.!> Popular ap-
plications include gaming, social networking, and immersive
training.'

AR refers to “an interface that layers digital content onto a
user’s visual plane.”'” Users often access AR through glasses or
a smartphone.’® Unlike VR, which transports the user to a digi-
tally created world, AR enables users to see computer-gener-
ated overlays of their actual environment.”” Popular applica-
tions include gaming, social media interactions, industrial
applications such as training, or assistance with highly skilled
tasks like surgery or aerospace engineering.?

Mixed Reality (“MR”) combines elements of AR and VR, al-
lowing users to easily toggle between them and interact with
digital objects more seamlessly.?! Web XR browsers allow view-
ers to use their laptops to access three-dimensional content,
providing a bridge between the internet and XR.??

To calibrate both AR and VR devices, information about the
user’s body and surroundings is necessary.® For example,
phone-based AR functions via a single camera, alongside a

13. Ayah Hamad & Bochen Jia, How Virtual Reality Technology Has Changed Our Lives: An
Overview of the Current and Potential Applications and Limitations, INT. J. ENV'T RSCH. PUB.
HEALTH, Sept. 2022, at 1, 1.

14. Heller, Watching Androids Dream, supra note 11, at 5.

15. Id.

16. Seeid. at6, 18.

17. Id. at5.

18. Id.

19. Id.

20. Id.at6,7,20.

21. Id.at5.

22. See id.; see, e.g., Charlie Fink, Spatial Collaboration Platform Adds WebXR and Translation
Features, FORBES, https://www .forbes.com/sites/charliefink/2021/05/13/spatial-collaboration-
platform-adds-webxr-and-translation-features/ [https://perma.cc/9X6V-Z3G7] (May 13, 2021,
10:22 AM) (explaining that there is only one click needed to access the 3D material).

23. Heller, Watching Androids Dream, supra note 11, at 6, 14.
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depth camera, undertake simultaneous location and mapping
via an algorithm (“SLAM”).?* These AR cameras are typically
used in tandem with a handset’s accelerometer and gyroscope,
collectively known as an inertial measurement unit (“IMU”).%»
By combining multiple sensors, the SLAM algorithm can deter-
mine the location of the phone, along with the direction and
way the phone is moving.?

More specifically, VR systems “display[] a video feed cre-
ated by a computer processor that is either located externally or
contained within [a headset].”?”” The HMD sends two visual
teeds “to two LCD displays—a left and a right screen, one for
each eye.””® The displays are then focused and reshaped
through additional lenses located between the screen and the
user’s eyes.”? Looking through the viewfinder “places the
[user’s] gaze through those lenses.”3° The slight differences be-
tween the images projected to the left and right eye create a “ste-
reoscopic three-dimensional effect,” mimicking the way a per-
son’s “left eye and right eye see slightly different perspectives
that combine to create depth of vision.”?!

Sensory perception in VR is of paramount importance and
involves tracking and monitoring the user’s body.*? Eye track-
ing uses an infrared camera to monitor a user’s eyes and the
direction of their gaze inside the HMD.* These sensor results
translate into more precise computer reactions in VR content
and a more realistic point of view.* This foveated rendering can

24, Id. at 16.

25. Id. at 16-17.

26. Id.

27. Id. at 13.

28. Id.

29. Id.; Zaynah Bhanji, A New Reality: How VR Actually Works, MEDIUM (Oct. 2, 2018),
https://medium.com/predict/a-new-reality-how-vr-actually-works-663210bd ff72
[https://perma.cc/HS49-B95Z].

30. Heller, Watching Androids Dream, supra note 11, at 13.

31. Id.; Bhanji, supra note 29.

32. See Heller, Watching Androids Dream, supra note 11, at 23-24.

33. How Does Eye Tracking Work?, VR.ORG (Feb. 22, 2018),
https://www.vr.org/2018/02/22/how-does-eye-tracking-work/ [https://perma.cc/2UT2-KJEP].

34, Seeid.
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also help replicate visual realism by blurring the edges of pe-
ripheral vision, which can help reduce simulator sickness.®
Spatial audio, or sound that appears to emanate from a loca-
tional source, can be similarly effective in aiding the user’s
sense of immersion.?

Current devices go further “with even more inputs to layer
digital content onto actual spaces.”?” HMDs use multiple wide-
angle cameras operating from different vantage points to recon-
struct surroundings.®® AR eye-tracking systems usually use a
camera (some operating via infrared light) pointed near the
viewer’s eyes.® “[S]ystems use a special infrared light field”
combined with its “internal measurement unit to deduce user
position and angle of movement.”*°

XR depends on fast and well-calibrated displays to make im-
mersive environments feel real.# Quick hardware response to
users’ movement is critical to reduce latency —the delay in time
between a user moving their head/eyes and changing their
point of view —and prevent users from feeling sick from immer-
sive experiences.* Humans are highly sensitive to latency; sim-
ulators have shown that we can detect lags as short as fifty mil-
liseconds.** XR users may experience “simulator sickness” if
rendering, tracking, or display features are incorrectly

35. Razeen Hussain, Manuela Chessa & Fabio Solari, Mitigating Cybersickness in Virtual Re-
ality Systems Through Foveated Depth-of-Field Blur, SENSORS, June 2021, at 1, 1-2; see Jeremy Hor-
witz, HTC Vive Pro Eye Hands-on: Gaze into VR’s Future with Foveated Rendering, VENTUREBEAT
(Jan. 10, 2019, 4:05 AM), https://venturebeat.com/2019/01/10/htc-vive-pro-eye-hands-on-gaze-
into-vrs-future-with-foveated-rendering/ [https://perma.cc/ZS6]-87ZQ)].

36. Heller, Watching Androids Dream, supra note 11, at 20.

37. Id.at17.

38. Id.

39. Id.

40. Id.

41. See Fredrik Alriksson, Oskar Drugge, Anders Furuskar, Du Ho Kang, Jonas Kronander,
Jose Luis Pradas & Ying Sun, Future Network Requirements for Extended Reality Applications,
ERICSSON TECH. REV., Apr. 4, 2023, at 1, 2-3.

42. Heller, Watching Androids Dream, supra note 11, at 15; see Alriksson et al., supra note 41,
at 8-10 (discussing latency requirements of various XR modalities); see also Hussain et al., supra
note 35, at 1 (describing the relationship between latency and simulator sickness).

43. Heller, Watching Androids Dream, supra note 11, at 15.
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calibrated.* At minimum, twenty frames per second must be
rendered in an HMD to “create a convincing user experience.”
In immersive environments, latency also creates awareness of
the artificialness of an environment and ruins the sense of an
alternative reality.*

The technology surrounding XR continues to advance, but
it continuously relates back to HMDs. Additional devices that
further enhance the sensory experience include attachments
that may become commonplace in future XR computing sys-
tems.*” For example, “smell-o-vision” allows a user to experi-
ence the scents in an immersive world.*® Haptic devices, like
gloves or vests, replicate the pressure, texture, and temperature
sensations that make up physical touch, enhancing the immer-
sion level of XR environments.*

A. Usage Statistics

Since VR and AR headsets became available for commercial
purchase, they have generated significant demand.®® Meta
alone sold nearly twenty million Quest VR headsets by

44. Sara Qamar, Zahid Anwar & Mehreen Afzal, A Systematic Threat Analysis and Defense
Strategies for the Metaverse and Extended Reality Systems, COMPUTS. & SEC., May 2023, at 1, 12.

45. Jonathan Strickland, How Virtual Reality Works, HOWSTUFFWORKS, https://electron-
ics.howstuffworks.com/gadgets/other-gadgets/virtual-reality.htm [https://perma.cc/3ESE-
PD8L] (last visited Nov. 1, 2024).

46. Id.

47. See, e.g., Rebekah Carter, The Best Virtual Reality Accessories for Deeper Immersion, XR
ToDAY (Nov. 17, 2023), https://www xrtoday.com/virtual-reality/the-best-virtual-reality-acces-
sories-for-deeper-immersion/ [https://perma.cc/YU3Z-RKKW] (describing the expanding mar-
ket of VR accessories).

48. See, e.g., Shanna Finnigan, Continuation of Olfactory VR: A Historical Perspective, UNIV. S.
CAL. DORNSIFE (Nov. 4, 2022), https://scribe.usc.edu/continuation-of-olfactory-vr-a-historical-
perspective/ [https://perma.cc/YM42-VBAA]; Matthew S. Smith, Smellovision Gets a Refresh,
IEEE  SPECTRUM  (May 19, 2023), https://spectrum.ieee.org/virtual-reality-smell
[https://perma.cc.U5GS-9XSK] (discussing the origins of “smell-o-vision” technology).

49. See Internet of Senses, ERICSSON, https://www.ericsson.com/en/6g/internet-of-senses
[https://perma.cc/T7LN-MEPS] (last visited Nov. 1, 2024); Carter, supra note 47 (describing hap-
tic accessories for VR).

50. See Deepshikha Shukla, AR and VR Market Size Likely to Grow Exponentially, ELECS. FOR
YOU, Feb. 2020, at 84, 84-85.
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February 2023.5' In May 2023, Sony revealed that within the first
six weeks of their respective launches, its next-generation VR
gaming headset, the PlayStation VR2, sold 8% more units than
its first-generation headset—approximately 600,000 compared
to 550,000.52 As for AR, in 2022 alone, Xreal sold 100,000 AR de-
vices, cementing its place as the world’s most popular AR de-
vice company.® By the end of May 2023, Xreal had sold over
150,000 AR device units.>*

However, the XR head-mounted device industry has expe-
rienced some recent headwinds as well. In the United States,
sales of VR headsets decreased about “2% year-over-year to $1.1
billion as of early December” 2022.55 In China, thousands of us-
ers resold their ByteDance Pico headsets online, some at a 60%
discount.® Recent reports suggest that these macroeconomic
trends might be continuing. For example, a July 2023 report dis-
closed that due to production issues, Apple has dropped its
2024 production target for its Vision Pro headset to less than

51. Alex Heath, This Is Meta’s AR/VR Hardware Roadmap Through 2027, THE VERGE (Feb. 28,
2023, 9:33 PM), https://www.theverge.com/2023/2/28/23619730/meta-vr-oculus-ar-glasses-
smartwatch-plans [https://perma.cc/XA48-NYMT].

52. Harry Baker, Sony Confirms PSVR 2 Sold 600,000 Units up to April, Outpacing Original
PSVR Launch, UPLOAD (May 23, 2023), https://www.uploadvr.com/psvr-2-600k-units-sold/
[https://perma.cc/7FWH-Q6UD].

53. Evelyn Cheng, Before Apple’s Vision Pro Hits the Shelves, Lower-Priced Rival Xreal Claims
It’s Near 200k Shipments, CNBC (July 4, 2023, 2:19 AM), https://www.cnbc.com/2023/07/04/be-
fore-apple-sells-vision-pro-ar-rival-xreal-sees-shipments-climb.html  [https://perma.cc/8VC6-
98RS]; XREAL Ships Industry-Leading 350,000 AR Glasses, Takes 51% of Worldwide AR Market in
Q3 2023, PR NEWSWIRE (Jan. 4, 2024, 9:00 AM), https://www.prnewswire.com/news-re-
leases/xreal-ships-industry-leading-350-000-ar-glasses-takes-51-of-worldwide-ar-market-in-
q3-2023--302025721.html [https://perma.cc/INGM-7APS].

54. Arjun Kharpal, Chinese Augmented Reality Glasses Maker Nreal Rebrands as Xreal as It
Takes on Tech Giants, CNBC (May 25, 2023, 6:00 AM), https://www.cnbc.com/2023/05/25/chi-
nese-augmented-reality-glasses-maker-nreal-rebrands-as-xreal.html [https://perma.cc/U7GA-
ASCN].

55. Jonathan Vanian, Metaverse off to Ominous Start After VR Headset Sales Shrank in 2022,
CNBC (Dec. 28, 2022, 9:00 AM), https://www.cnbc.com/2022/12/28/metaverse-off-to-ominous-
start-after-vr-headset-sales-shrank-in-2022.html [https://perma.cc/WBN7-4ERK].

56. Aron Chen, Second-Hand VR Headsets Pile Up as Chinese Consumers’ Interest Wanes,
PINGWEST, https://en.pingwest.com/a/11025 [https://perma.cc/8RS9-XNJD] (last visited Nov. 4,
2024).
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400,000 units.5” Another report showed that Pico has cut its 2023
sales target by 50% to around 500,000 units, fewer than the
number of units it sold in 2022.58

Although once seen as the most promising avenue for the
XR industry, virtual social realities have also struggled to gain
continued traction.”® As of late 2022, Meta, the most dominant
company in the XR space, had only 200,000 monthly active us-
ers in its virtual world, called Horizon Worlds.®® At one point,
the Metaverse suffered a 300,000-user decline in the span of
months and failed to reach its internal goal of 500,000 monthly
users.®® According to a Wall Street Journal report, most visitors
to Horizon Worlds generally did not return after the first
month, “only 9% of worlds built by creators [were] visited by at
least 50 people,” and most were never visited at all.®> Another
report revealed that Meta’s weekly user retention was 11%.% In

57. See, e.g., Qianer Liu, Patrick McGee & Kana Inagaki, Apple Forced to Make Major Cuts to
Vision Pro Headset Production Plans, FIN. TIMES (July 3, 2023), https://www.ft.com/con-
tent/b6f06bde-17b0-4886-b465-b561212c96a9 [https://perma.cc/QB6F-MEF3E] (explaining that
projections signify production cuts, partly due to a lack of confidence in Apple’s ability to
“scale production”).

58. Liao Shumin, ByteDance’s VR Arm Pico Is Said to Lower 2023 Sales Target by 50%, YICAI
GLOB. (Mar. 1, 2023), https://www.yicaiglobal.com/news/bytedance-vr-arm-pico-is-said-to-
lower-2023-sales-target-by-50- [https://perma.cc/QE62-CRCU].

59. Cf. Daniel Terdiman, MetaWorld Shows Early Promise of Social VR, FAST CO. (July 20,
2016), https://www.fastcompany.com/4014379/metaworld-shows-early-promise-of-social-vr
[https://perma.cc/S7H5-7HFS] (claiming that, in its infancy, Facebooks’s MetaWorld showed
potential for growth); Janna Anderson & Lee Rainie, The Metaverse Will Not Fully Emerge in the
way Today’s Advocates Hope, PEW RSCH. CTR. (June 30, 2022), https://www.pewresearch.org/in-
ternet/2022/06/30/the-metaverse-will-not-fully-emerge-in-the-way-todays-advocates-hope/
[https://perma.cc/CF5W-QUSQ)] (explaining that the ‘metaverse’ will not be widely adopted
and is a “less useful form of connection”).

60. Jeff Horwitz, Salvador Rodriguez & Meghan Bobrowsky, Company Documents Show
Meta’s Flagship Metaverse Falling Short, WALL ST. J. (Oct. 15, 2022, 5:30 AM),
https://www.wsj.com/articles/meta-metaverse-horizon-worlds-zuckerberg-facebook-internal-
documents-11665778961 [https://perma.cc/7L82-ZGR4].

61. Paul Tassi, Meta’s ‘Horizon Worlds” Has Somehow Lost 100,000 Players in Eight Months,
FORBES (Oct. 17, 2022, 10:20 AM), https://www.forbes.com/sites/paultassi/2022/10/17/metas-
horizon-worlds-has-somehow-lost-100000-players-in-eight-months/ [https://perma.cc/CV9Z-
W3TU].

62. Horwitz et al., supra note 60.

63. Salvador Rodriguez, Meta Pursues Teen Users as Horizon Metaverse App Struggles to
Grow, WALL ST. ]., https://www.wsj.com/articles/meta-to-revamp-horizon-metaverse-app-
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other words, “only about one in nine users play again the fol-
lowing month.”®

Despite social AR’s lack of traction and the declining busi-
ness of XR HMDs, the popularity of other XR applications ap-
pears to be growing.®® Millions of people still interact with XR
technologies every day. For example, in February 2023, Google
reported that Google Lens, which allows consumers to search
for information by pointing their camera at an object, was used
for ten billion visual searches per month, up from eight billion
searches in May 2022.% Similarly, Pinterest’s Lens feature ena-
bles users to search for recipes or clothing simply by capturing
a photo or uploading an image from their camera roll.*” Pinter-
est reported that by 2018, there were double the number of us-
ers than just six months prior, these users did over 600 million
visual searches every month—a 140% increase over the prior
year.® Studies predict the VR industry will grow to $20.9 billion
by 2025 and AR to $77 billion.*®” Manufacturing and sales statis-
tics echo this overall expectation despite fluctuations from year
to year. In 2022, despite it being a step down from 2021, 8.8 mil-
lion XR headsets were sold around the world.”” About 80% of
those were manufactured by Meta and 10% by ByteDance.”

plans-to-open-for-teen-use-as-soon-as-march-11675749223 [https://perma.cc/ WN4G-EW35]
(Feb. 7, 2023, 3:19 PM).

64. 1Id.

65. See, e.g., Augmented Reality 2025 Global Forecast, supra note 9 (explaining that the AR and
VR markets are projected to grow by tens of billions of dollars by 2025).

66. Boland, supra note 10.

67. See Celebrating One Year of Pinterest Lens, supra note 8.
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69. Augmented Reality 2025 Global Forecast, supra note 9.

70. David Nagel, AR/VR Headset Market Continues to Decline as VR Sets Plummet, CAMPUS
TECH. (June 6, 2023), https://campustechnology.com/articles/2023/06/06/ar-vr-headset-market-
continues-to-decline-as-vr-sets-plummet.aspx?s=ct_clv_260623 [https://perma.cc/Q2QB-
CGT2].

71. IDC: XR Market Declines 21% in 2022, Meta Leads the VR Segment, Nreal on top of the AR
Segment, GSMARENA (Mar. 8, 2023), https://m.gsmarena.com/idc_xr_market_de-
clines_21_in_2022_meta_leads_the_vr_segment_nreal_on_top_of_the_ar_segment-news-
57830.php [https://perma.cc/SWYW-5TJR] (stating that, despite downturn in the market, VR
makers were expanding their reach into unpenetrated markets for future growth).
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DPVR, HTC, iQIYIL, and Xreal’s XR products were next in global
sales.”

AR features are particularly popular for e-commerce. Snap-
chat’s AR-powered Shopping Lenses allow users to try on and
purchase products from their phones.” Over 250 million Snap-
chat users had used shopping-related AR lenses more than 5
billion times between January 2021 and February 2022.7* Simi-
larly, Pinterest’s Try On feature allows consumers to use AR to
virtually place home decor items in their house before purchas-
ing them.” The popularity of Pinterest’'s AR e-commerce fea-
tures exploded from 2021 to 2022.7° XR also presents the poten-
tial to supercharge livestream e-commerce, which accounted
for over $4.6 trillion in sales in China alone in 2022.”7 In VR
worlds, users can interact with avatars, have conversations with
them about products, and view products from every angle be-
fore purchasing them.” This immersive experience may in part
be aided by Al-generated avatars who can interact in a variety
of languages with buyers.”

These statistics establish that millions of people across the
world enjoy XR technologies every day, through dedicated VR
hardware or AR applications. They also demonstrate that the

72, 1d.

73. Transform Mobile Shopping with AR at Scale, SNAPCHAT,
https://forbusiness.snapchat.com/blog/catalog-powered-shopping-lenses
[https://perma.cc/X9TY-D6YA] (last visited Nov. 2, 2024).

74. 1d.

75. Pinterest Introduces AR Try on for Home Decor for the Ultimate Online Home Shopping
Experience, PINTEREST NEWSROOM (Jan. 31, 2022),
https://newsroom.pinterest.com/news/pinterest-introduces-ar-try-on-for-home-decor-for-the-
ultimate-online-home-shopping-experience/ [https://perma.cc/LU3X-XKTE].

76. Seeid.

77. Zeyi Yang, The Deepfake Avatars Who Want to Sell You Everything, MIT TECH. REV. (Sept.
20, 2023), https://www.technologyreview.com/2023/09/20/1079885/chinese-deepfake-
livestream-foreign-language/ [https://perma.cc/4V4S-4LUM].

78. See, e.g., Leticia Miranda, Avatars Need Their Nails Done, Too. Enter the Metaverse Side
Hustle, NBC NEWS (Aug. 15, 2022, 9:43 AM), https://www .nbcnews.com/business/business-
news/metaverse-make-money-avatars-decentraland-rcna41336 [https://perma.cc/SB5F-Q6MN]
(examining how people are paid to design accessories for interactable avatars in VR environ-
ments).

79. See Yang, supranote 77.
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popularity of XR, especially XR applications used in e-com-
merce, is likely to increase over time.

1. XR usage statistics for children

As companies seek new customers, youth ownership of XR
devices is growing. According to a Piper Sandler Spring 2023
study on over 5,600 teenagers with an average age of 16.2 years,
approximately 29% owned a VR device.®* That number was
11.5% higher compared to the year prior.®! It also reflected a
12% increase in ownership compared to 2021, when a Common
Sense Media survey of minors ages eight to eighteen reported
that 17% owned a VR headset.®

In contrast to teen ownership, and similar to adult usage,
teen usage of VR headsets has reportedly stagnated.®®> An esti-
mated 14% of teenage VR headset owners used them weekly in
2023 and 4% used them daily.®* Meta has been attempting to in-
crease teen XR usage in part by opening Horizon Worlds VR
app to children ages thirteen to seventeen—children over the
age of thirteen are already able to use Meta’s Quest headset.®

80. Piper Sandler Completes 45th Semi-Annual Generation Z Survey of 5,690 ULS. Teens, PIPER
SANDLER (Apr. 4, 2023, 10:00 AM) [hereinafter Piper Sandler 45th Semi-Annual Generation Z
Survey], https://www.pipersandler.com/news/piper-sandler-completes-45th-semi-annual-
generation-z-survey-5690-us-teens [https://perma.cc/M9]J2-L4Y9].

81. Compare Piper Sandler Completes 44th Semi-Annual Generation Z Survey of 14,500 U.S.
Teens, PIPER SANDLER (Oct. 11, 2022, 8:35 AM) [hereinafter Piper Sandler 44th Semi-Annual
Generation Z Survey], https://www.pipersandler.com/news/piper-sandler-completes-44th-
semi-annual-generation-z-survey-14500-us-teens [https://perma.cc/J7QF-9A2A] (finding 26%
of teenagers owned a VR system in 2022), with Piper Sandler 45th Semi-Annual Generation Z
Survey, supra note 80 (finding 29% of teenagers owned a VR system in 2023).

82. VICTORIA RIDEOUT, ALANNA PEEBLES, SUPREET MANN & MICHAEL B. ROBB, THE
COMMON SENSE CENSUS: MEDIA USE BY TWEENS AND TEENS 21 (2021),
https://www.commonsensemedia.org/sites/default/files/research/report/8-18-census-
integrated-report-final-web_0.pdf.

83. See Piper Sandler 45th Semi-Annual Generation Z Survey, supra note 80.

84. Id.; Kif Leswing, American Teens Aren’t Excited About Virtual Reality, with Only 4% Using
it Daily, CNBC, https://www.cnbc.com/2023/04/04/american-teens-not-into-virtual-reality-
only-4percent-use-it-daily-.html [https://perma.cc/CU6D-9HIC] (Apr. 4, 2023, 12:39 PM).
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Meta recently released parent-managed accounts for tweens
and lowered the appropriate age of their hardware use from
thirteen to ten years old.®

Another study conducted by Common Sense Media re-
ported similar findings in a 2021 study of minors, ages eight to
eighteen.’” Approximately 17% of respondents reported having
access to a virtual reality headset in their homes.®® However,
less than 3% engaged with virtual reality every day.* Almost
half of the minors that used virtual reality did so less than once
a month.”

Because children do not have a long history of accessing vir-
tual reality and the technologies involved in creating virtual
worlds are continuing to evolve, the impact of virtual reality on
children is not well understood.”” We do not know the health
implications of HMDs or the psychological impact of XR appli-
cations and content.”? Additionally, recommendations for fur-
ther studies are complicated by ethical concerns involved with
exposing children to harmful experiences or side effects for the
sake of research.”” Thus, as companies and regulatory bodies
struggle to define the harms children experience, they will also
struggle to mitigate them. Despite this, it is important to begin
discussing certain regulations that will protect XR users, includ-
ing children, from the various harms associated with the tech-
nology.

[https://perma.cc/L7AS-MBAG6]; Welcoming Teens to Meta Horizon Worlds in the U.S. and Canada,
META (Apr. 18, 2023), https://about.fb.com/news/2023/04/horizon-worlds-teen-expansion-us-
canada/ [https://perma.cc/E9KA-SNPV].
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88. Id.

89. Id. at1l.

90. Id. at 39 (finding that 27% of minors used VR in 2021, but that 13% of minors used it
less than monthly).

91. See Catherine Buni, If Social Media Can Be Unsafe for Kids, What Happens in VR?, SLATE
(Oct. 11, 2021, 5:45 AM), https://slate.com/technology/2021/10/facebook-virtual-reality-
metaverse-safety-children-jakki-bailey.html [https://perma.cc/ZG39-P7QU].

92. Seeid.
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B. Landscape of Companies

In more recent years, companies utilized XR technologies
in a multitude of areas. XR technologies can be used for educa-
tion, social media, healthcare, transportation, construction, cus-
tomer service, entertainment, gaming, and even more indus-
tries.”

Meta, which rebranded to focus on the “metaverse” in 2021,
is arguably the most dominant player in the industry.” Not only
did it account for 80% of all global headset sales in 2022, but it
has also entered the world of social VR through its platform
Horizon Worlds.”® Meta’s product line will expand to include
more XR devices, like fully-fledged AR camera-equipped
glasses.”” Other U.S. technology giants have also entered the XR
hardware space.”® Apple’s VR headset, the Vision Pro, launched
in June 2023 and allows users to watch movies in a cinematic
experience, conference with coworkers in three dimensions,
and view pictures in an immersive setting.” Microsoft’s VR
headset, HoloLens, enables holographic instruction and

94. DELOITTE CHINA, METAVERSE REPORT —FUTURE IS HERE: GLOBAL XR INDUSTRY INSIGHT
3 (2022), https://www2.deloitte.com/cn/en/pages/technology-media-and-telecommunica-
tions/articles/metaverse-whitepaper.html [https://perma.cc/Q88Y-3Z7L].

95. See Introducing Meta: A Social Technology Company, META (Oct. 28, 2021),
https://about.fb.com/news/2021/10/facebook-company-is-now-meta/ [https://perma.cc/M7G]J-
92EF].

96. Nagel, supra note 70; see Meta Horizon Worlds, META, https://www.meta.com/en-gb/ex-
periences/2532035600194083/ [https://perma.cc/T7MG-N8B6] (last visited Nov. 2, 2024) (ex-
plaining that users can explore diverse, interactive experiences, play games, attend live
events, and socialize with friends using VR headsets).

97. Ray-Ban Meta Smart Glasses Collection: Now Available, META,
https://meta.com/blog/quest/ray-ban-meta-smart-glasses-collection-pre-orders/
[https://perma.cc/3D7F-FME4] (Oct. 17, 2023, 9:00 AM).
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See, e.g., Bigscreen Beyond: The World’s Smallest VR Headset, BIGSCREEN, https://www.big-
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5,2023), https://www.apple.com/newsroom/2023/06/introducing-apple-vision-pro/
[https://perma.cc/8T4A-SQT7].
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assessments for students and has applications in the healthcare
and manufacturing industries.!® Google is reportedly collabo-
rating with Samsung to build an MR headset that will rival Ap-
ple’s Vision Pro.’ Other large companies have built chips for
VR devices (Qualcomm),'® provided reference designs for XR
hardware (Texas Instruments),!® and created software for
building AR content (Adobe and NVIDIA).1%4

U.S. companies have deployed XR in various applications
across various industries. Google has integrated XR into Google
Lens, which allows users to use an image to search for infor-
mation and to translate text through their phone camera;
Google Maps, which displays AR walking directions; and
Google Arts and Culture, which enables users to view three-di-
mensional models of cultural monuments.!% Similar to Google’s
AR search features, Pinterest Lens'* and Snapchat Scan'?” allow

100. Microsoft HoloLens 2, MICROSOFT, https://www.microsoft.com/en-us/hololens
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PM), https://www.cnet.com/tech/mobile/samsung-and-googles-mysterious-mixed-reality-
plans-what-we-know-so-far/ [https://perma.cc/7NFW-AZZB] (discussing new information re-
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users to search for recommendations and experiences based on
photos of real-world items. Several companies have also inte-
grated AR features into their e-commerce experiences. Shopify,
Wayfair, IKEA, Amazon, Snap, and Pinterest all use AR to al-
low users to try products before they purchase them.!® For ex-
ample, Snap allows brands to create AR-powered Shopping
Lenses, which enable users to test-run apparel, accessories, and
cosmetics through their devices.!” Experts predict that XR-
enhanced experiences will first supplement, but ultimately re-
place, traditional flat-screen e-commerce.!*°

Software or experience providers in XR supply a portal for
consumers to download content.!''! Meta’s Quest Store (for-
merly the Oculus Store) and Steam are the primary outlets for
buying experiences.!? Research has found that experiences akin

108. Create Immersive Shopping Experiences with Shopify AR, SHOPIFY,
https://www .shopify.com/ar [https://perma.cc/ WR27-MG5P] (last visited Nov. 3, 2024) (adver-
tising AR products that “[u]se new technology to showcase realistic, interactive versions of
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cation, ARCHITECT (Sept. 21, 2017), https://www.architectmagazine.com/technology/ikea-
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new augmented reality program that “allows users to test IKEA’s new products in real time”);
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visual-search-ar-search-and-more-in-challenge-to-google/ [https://perma.cc/YICL-QD2F] (de-
scribing Amazon feature that allows users to upload a picture of a product to find similar
products); AR-First Developer Platform, supra note 107 (displaying Snap Inc.’s AR development
platform that allows users to create selfie filters and more); Pinterest Introduces AR Try On for
Home Decor for the Ultimate Online Home Shopping Experience, supra note 75 (describing AR pro-
gram where users “virtually place” products in their homes).
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28, 2022, 11:23 AM), https://time.com/6138147/augmented-reality-shopping/
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expert’s predictions that social commerce will triple traditional e-commerce’s growth).
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form[s],” which allow users to create their own virtual reality content).
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to action, shooter, or simulation games are the most frequently
downloaded, and action and music/rhythm are the most highly
rated experiences by users.!!?

XR is a global phenomenon, and the rest of the world is ac-
tively participating in developing XR hardware and applica-
tions. Chinese companies’” XR devices, like ByteDance’s Pico
headsets, were the second-most purchased XR device in the
world behind Meta’s Quest, accounting for 10% of global head-
set sales in 2022."* ByteDance’s diverse companies—from Tik-
Tok to news aggregator Toutiao and a mobile gaming studio—
could make it a major competitive force for XR dominance.'
Nreal, a Chinese company that manufactures AR glasses for
gaming, was the top AR device manufacturer in the world by
sales in 2022.11¢

In terms of XR applications, Chinese companies have been
early adopters. For example, Alibaba launched a VR-enhanced
e-commerce experience in 2017, allowing users to browse three-
dimensional images of products and make payments in virtual
“malls.”"” Today, Alibaba’s luxury shopping platform, Tmall
Luxury Pavilion, “has already deployed 3D shopping, [AR] and
[VR] try-ons for products, digital avatars[,] and digital collecti-
bles.”"® Baidu offers VR applications for K-12 classrooms

113. See Maxwell Foxman, Brian Klebig, Alex Leith, David Beyea, Rabindra Ratan & Viv-
ian Hsueh Hua Chen, Virtual Reality Genres: Comparing Preferences in Immersive Experiences and
Games, in CHIPLAY ‘20 EXTENDED ABSTRACTS OF THE 2020 ANNUAL SYMPOSIUM ON
COMPUTER-HUMAN INTERACTION IN PLAY 237-

39 (2020), https://dl.acm.org/doi/pdf/10.1145/3383668.3419881.
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est Acquisition, CNBC, https://www.cnbc.com/2021/08/30/tiktok-owner-bytedance-acquires-
pico-and-takes-first-step-into-virtual-reality.html [https://perma.cc/9FP2-RWB5] (Aug. 30,
2021, 5:09 AM).
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metaverse_599369 [https://perma.cc/]26M-RVTZ].
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through university laboratories,'” VR corporate training for
workers in the manufacturing industry,'® and VR advertising
for brands and companies seeking to provide prospective cus-
tomers with immersive experiences.'!

Similarly, European companies have developed successful
XR hardware and software. Several British companies have en-
tered the XR industry. Improbable built a social media
metaverse (similar to Meta’s Horizon World) known as M?
(MSquared), developed VR gaming infrastructure, and sold XR
technology to the defense industry.'?> Envisics has built AR
heads-up displays for cars.? ClassVR offers headsets and edu-
cational content for students and teachers,'** and Oxford Medi-
cal Simulation markets VR medical simulations for training cli-
nicians.'”® Looking beyond Britain, in Finland, Varjo has built
and sold the Aero, a professional-grade VR headset.'? This Ar-
ticle cannot provide an exhaustive account of European XR
companies, but the global XR landscape is rich, diverse, and ex-
panding.
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[https://perma.cc/9SVT-NWDR] (last visited Nov. 3, 2024) (“[A] one-stop industry training so-
lution that integrates VR technology with practical training needs of various industries.”).
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122. IMPROBABLE, https://www.improbable.io/ [https://perma.cc/6T8V-H8X6] (last visited
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[https://perma.cc/NL32-QGWA] (last visited Nov. 3, 2024).

126. VARJO, https://varjo.com/products/aero/ [https://perma.cc/7HIC-XEGK] (last visited
Nov. 3, 2024).



2024] BALANCING REALITIES 111

II. BENEFITS AND HARMS OF EXTENDED REALITY

A. Benefits

XR technology can transform our relationships with digital
information, offering significant benefits for education,
healthcare, architecture, gaming, advocacy, and civic engage-
ment.

In education and training, XR offers engagement and expe-
riential learning that research shows can be more effective than
traditional teaching methods.'” XR can create immersive train-
ing simulations that provide a controlled environment for
learning, allowing users to gain hands-on experience without
the risks associated with real-world training, as shown in our
introductory example of XR surgery preparation.’?® For another
example, XR can simulate crisis management scenarios or hu-
man resources dilemmas, enabling officials to practice and re-
fine their strategies in a lifelike but controlled setting.'®

The benefits of XR can also be profound in healthcare. In ad-
dition to advanced surgical training, patient education, and
treatments for post-traumatic stress disorder, vision impair-
ments, and anxiety and depression are also made newly possi-
ble with XR.13

Social causes, in particular environmental conservation, also
stand to benefit significantly from XR. Policymakers and scien-
tists have used XR to visualize environmental changes, model
climate scenarios, and understand the impact of various

127. New Research Suggests VR Offers Exciting New Ways to Unlock Student Potential, PR
NEWSWIRE (Dec. 8, 2016, 10:15 AM), https://www.prnewswire.com/news-releases/new-re-
search-suggests-vr-offers-exciting-new-ways-to-unlock-student-potential-300375212. html
[https://perma.cc/H9K4-HH6K].

128. See, e.g., Cureton, supra note 1 (discussing how doctors utilize VR in both preparation
and actual medical procedures).

129.  See The Future of the Metaverse, ELON UNIV. (June 30, 2022),
https://www .elon.edu/u/imagining/surveys/xiv-2022/future-of-metaverse-web3-2040/
[https://perma.cc/E6RL-M7C7].

130. U.S.DEP'T VETERAN AFF., IMMERSIVE VIRTUAL REALITY IN HEALTH CARE LITERATURE
COMPENDIUM 3 (2024), https://www.innovation.va.gov/hil/assets/documents/va-immersive-
lit-review-2024.pdf.
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interventions in a more tangible way.”®! Visualizing impacts
helps inform decisions about environmental protection and
sustainability, providing a powerful tool for environmental ad-
vocacy and education.®

Relatedly, XR offers transformative avenues for civic en-
gagement by enhancing public participation and advocacy.
Through immersive simulations and interactive experiences,
XR facilitates a deeper understanding of social issues and pro-
posed policies, potentially allowing for a more informed and
engaged public.'”® Additionally, XR’s capacity to create accessi-
ble and inclusive platforms is paramount, potentially enabling
participation in government processes for those with physical
or geographical constraints.’* Several countries have already
opened consulates in the metaverse.'* This type of use can help

131. See Eric Johnson, Full Transcript: Stanford Virtual Reality Expert Jeremy Bailenson on Too
Embarrassed to Ask, VOX (Aug. 4, 2016, 11:00 AM),
https://www.vox.com/2016/8/4/12371450/jeremy-bailenson-stanford-university-virtual-reality-
tooembarrassed-to-ask-podcast-transcript [https://perma.cc/BE7Y-7ARN]; Virtual Human In-
teraction Lab, Coral Compass: Fighting Climate Change in Palau, YOUTUBE (Nov. 5, 2019),
https://youtu.be/ipzcXbCytlc [https://perma.cc/9ZXK-LB4Y] (using VR to show Palau politi-
cians the dangers of tourism pollution on their coral reefs); see also Kara Weisenstein, Meet the
Scientists Using VR to Tackle Climate Change, VICE (May 6, 2016, 8:45 AM),
https://www.vice.com/en/article/climate-change-vr-scientists/ [https://perma.cc/G4RD-Y8U2]
(discussing the lab’s Crystal Reef project which aims to deliver a similarly personal VR experi-
ence of climate change to a global audience).

132. KATHERINE M. NELSON, EVA ANGGRAINI & ACHIM SCHLUTER, VIRTUAL REALITY AS A
TOOL FOR ENVIRONMENTAL CONSERVATION AND FUNDRAISING 18 (2020),
https://doi.org/10.1371/journal.pone.0223631.

133. Virtual Reality Enhances Community Engagement, INNOVATOR NEWSL. (U.S. Dept. Of
Transp., Washington, D.C.) Mar./Apr. 2022, https://www .fhwa.dot.gov/innovation/innova-
tor/issue89/page_02.html [https://perma.cc/3WTD-2W2G].

134. See, e.g., STICs Support Innovation Development, INNOVATOR NEWSL. (U.S. Dep’t of
Transp., Washington D.C.), Mar./Apr. 2022, https://www.fhwa.dot.gov/innovation/innova-
tor/issue89/page_04.html [https://perma.cc/5P68-JAZM] (claiming VR proceedings can help
more people get involved in the “transportation planning and project development process”).

135. See, e.g., Jim Wyss, Barbados Is Opening a Diplomatic Embassy in the Metaverse,
BLOOMBERG (Dec. 14, 2021, 8:00 AM), https://www.bloomberg.com/news/articles/2021-12-
14/barbados-tries-digital-diplomacy-with-planned-metaverse-embassy
[https://perma.cc/F2H9-8ZYS] (reporting that Barbados signed a deal to open an embassy in
the metaverse); Bernard Marr, 4 Ways Governments May Adopt (Or Respond To) the Metaverse,
FORBES (Aug. 17, 2023, 2:28 AM), https://www.forbes.com/sites/bernardmarr/2023/08/17/4-
ways-governments-may-adopt-or-respond-to-the-metaverse/ [https://perma.cc/SBY4-AGZE]
(reporting that the United Arab Emirates” Ministry of Economy will be adding a headquarters
in the metaverse at which visitors will be able to sign legally binding documents).
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include a wider spectrum of voices and perspectives in shaping
politics and policies.’*

In industrial and enterprise applications, applications as
varied as manufacturing, architecture, and real estate, XR tech-
nologies can streamline processes, enhance worker safety, and
foster collaboration across geographical boundaries.’” For ex-
ample, in manufacturing, XR can be used for virtual prototyp-
ing, allowing engineers to design, test, and refine products in a
virtual environment, significantly reducing the time and cost
associated with physical prototyping.”®® Additionally, XR can
be deployed for worker training, providing a realistic and inter-
active environment that mimics on-site conditions without the
associated risks.'®

Looking to design and architecture, with XR tools, architects
can create immersive three-dimensional models, allowing them
to identify potential issues and make necessary adjustments
early in the design process.'* For real estate, XR has begun to
allow sellers to run virtual tours of properties, providing an en-
gaging experience for potential buyers or tenants, regardless of
their physical location.'*!

Moreover, XR facilitates remote assistance and collabora-
tion, particularly valuable in globalized business and remote
work.’? Through XR, experts can remotely guide and collabo-
rate with on-site personnel, offering instructions and assistance

136. See Virtual Reality Enhances Community Engagement, supra note 133.

137. Sean Peek, How Virtual Reality Technology Is Changing Manufacturing, BUSINESS.COM,
https://www business.com/articles/virtual-reality-changing-manufacturing/
[https://perma.cc/HYC7-WNTV] (Jan. 3, 2024); Katchin Tech, VR in Architecture and Real Estate:
Visualizing Spaces Like Never Before, MEDIUM (Nov. 8, 2023), https://katchintech.me-
dium.com/vr-in-architecture-and-real-estate-visualizing-spaces-like-never-before-
0075b097dc59 [https://perma.cc/XEM5-DT4T].

138. Peek, supra note 137.

139. Id.

140. See Katchin Tech, supra note 137; Peek, supra note 137.

141. See Katchin Tech, supra note 137.

142. Nahla Davies, Here’s How Virtual Reality Works —And How It’s Going to Transform Meet-
ings, According to a Software Engineer, FAST CO. (Aug. 8, 2023), https://www .fastcom-
pany.com/90934372/heres-how-virtual-reality-works-and-how-it-is-going-to-transform-meet-
ings-according-to-a-software-engineer [https://perma.cc/ZDT6-L2DN].
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in real time.'*® This capability is crucial in situations where ex-
pert knowledge is required immediately but the expert cannot
be physically present, such as in machinery maintenance or
emergency-response scenarios.'#

Separately, in gaming, XR technologies have revolutionized
player experiences and opened new frontiers in game design
and interaction.*® By immersing players in a three-dimensional,
interactive environment, these new games provide an unparal-
leled level of engagement and realism.'*¢ This immersion ele-
vates the gaming experience from a passive to an active one,
where players are not just controlling a character on a screen,
but instead, they are part of the virtual world itself.’” The sen-
sory feedback and spatial awareness offered by VR create a
more intense and realistic gaming experience, greatly enhanc-
ing player involvement and emotional investment in the
game.® Additionally, VR gaming has expanded the boundaries
of social interaction within the gaming community.'* Players

143. See Peek, supra note 137 (claiming that XR can visually guide employees and provide
better person-to-person communication).

144. See id.; Alana Dinh, Emily Tseng, Andrew Lukas Yin, Deborah Estrin, Peter Green-
wald & Alexander Fortenko, Perceptions About Augmented Reality in Remote Medical Care: Inter-
view Study of Emergency Telemedicine Providers, 7 ]. MED. INTERNET RSCH., 2023, at 1, 2 (noting
that while some physicians are skeptical of diagnostic capabilities over AR, a literature review
reveals adoption of AR in some “remote surgical treatments, triage, and telemonitoring”).

145. See, e.g., William J. Shelstad, Dustin C. Smith & Barbara S. Chaparro, Gaming on the
Rift: How Virtual Reality Affects Game User Satisfaction, 61 PROC. HUM. FACTORS & ERGONOMICS
SOC’Y ANN. MEETING 2072, 2075 (2017).

146. Onix-Systems, How Virtual Reality Is Transforming the Gaming Industry, MEDIUM (May
15, 2020), https://onix-systems.medium.com/how-virtual-reality-is-transforming-the-gaming-
industry-bc0d3d606b07 [https://perma.cc/62QD-PSB3]; Shelstad et al., supra note 145, at 2072.

147. See Onix-Systems, supra note 146; Shelstad et al., supra note 145, at 2075.

148. See Onix-Systems, supra note 146; Shelstad et al., supra note 145, at 2075.

149. See Bailey MeCey, VR and ‘Rec Room’ Are Changing the Way We Socialize, MEDIUM (Mar.
3, 2017), https://virtualrealitypop.com/vr-and-rec-room-are-changing-the-way-we-socialize-
55f6d1a7bd71 [https://perma.cc/SHAX-SYGZ] (claiming that a VR social game was “one of the
most social experiences” the author has had); Hyun-Woo Lee, Sanghoon Kim, & Jun-Phil
Uhm, Social Virtual Reality (VR) Involvement Affects Depression When Social Connectedness and
Self-Esteem Are Low: A Moderated Mediation on Well-Being, FRONTIERS PSYCH., Nov. 2021, at 1, 7
(finding that VR social games tended to amplify participants’ pre-existing low or high self-es-
teem).
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can interact within a global gaming community and feel like
they are really there.'

Overall, XR technology presents a unique opportunity to
create immersive, interactive experiences that can improve ed-
ucation and training, healthcare, workplaces, and much more.

B. Harms

Despite its many benefits explored in the preceding sections,
XR technology also presents a wide range of potential harms
such as harassment, distraction, surveillance, profiling, manip-
ulation, addiction, physical sickness, and psychological condi-
tions like dissociation, body dysmorphia, and trauma.’> More-
over, advocates report these harms are exacerbated in
vulnerable groups like children and can disproportionately af-
fect women and minority groups.'> This section describes the
various harms that XR users may experience.

1. Harassment and assault

Safety experts have raised concerns about “stalking, bully-
ing, and uncivil behavior” in XR, but perhaps the most well-
documented type of harassment in XR worlds and social envi-
ronments is sexual harassment.!>* A 2018 survey of over 600 reg-
ular VR users found that 49% of female users and 36% of male
users had experienced sexual harassment in VR —they had been

150. See MeCey, supra note 149; Lee et al., supra note 149, at 2.

151. See discussion infra Sections I1.B.1-7.

152. See Qamar et al., supra note 44, at 12; Brittan Heller, Reimagining Reality: Human Rights
and Immersive Technology, HARV. KENNEDY SCH. CARR CTR. HUM. RTs. POL"Y, Spring 2020, at 1,
10 [hereinafter Heller, Reimagining Reality].

153. Accord Larry Magid, The Metaverse: What's the Risks?, CONNECTSAFELY (Jan. 20, 2022),
https://connectsafely.org/metaverse-what-it-is-and-what-are-its-risks/ [https://perma.cc/PJU6-
BD]J7]; Tanya Basu, The Metaverse Has a Groping Problem Already, MIT TECH. REV. (Dec. 16,
2021), https://www.technologyreview.com/2021/12/16/1042516/the-metaverse-has-a-groping-
problem/ [https://perma.cc/S93H-XNU4]; Moira Donegan, Virtual Reality Promised Us a New
World. Instead, 1t's Become a Breeding Ground for Harassment, ELLE (Apr. 13, 2023),
https://www.elle.com/culture/career-politics/a43520248/sexual-harassment-metaverse-virtual-
reality-2023/ [https://perma.cc/2HT4-AQ3B].
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“groped, stalked, or catcalled, shown a lewd picture, [or] heard
a sexually explicit comment.”*5*

Reports from individuals of virtual sexual abuse demon-
strate that it is not a new phenomenon, nor platform-specific.
As early as 2016, a journalist writing under the pseudonym Jor-
dan Belamire reported being groped by a stranger’s avatar
within minutes of starting a multiplayer game on the HTC
Vive.’® In 2021, just a month after the initial rollout of Meta’s
Horizon Worlds, a beta tester reported that her avatar was
groped by another avatar on the platform.'>® Simultaneously,
she was verbally harassed by other avatars as they watched
on.’” Another woman was virtually groped by male avatars in
Meta’s Horizon Venues (now a part of Horizon Worlds).!*® She
said that the group of male avatars began harassing her within
sixty seconds of entering the virtual space, touching her avatar
inappropriately, making inappropriate comments, and even
taking screenshots of the ordeal without her permission.! To
escape the harassment, the woman had to “tear off” her VR
headset.’®® A male user on Horizon Worlds, who watched as

154. Jessica Outlaw, Virtual Harassment: The Social Experience of 600+ Regular Virtual Reality
Users, THE EXTENDED MIND (Apr. 3, 2018),
https://drive.google.com/file/d/1afFQIN6QAwmeZdGcRj9R40hVr00ZNO4a/view
[https://perma.cc/NU8Q-CRDB].

155. Jordan Belamire, My First Virtual Reality Groping, MEDIUM (Oct. 20, 2016), https://me-
dium.com/athena-talks/my-first-virtual-reality-sexual-assault-2330410b62ee#.swelcOpgr
[https://perma.cc/Z3U9-EMGR]; Sara Ashley O’Brien, She’s Been Sexually Assaulted 3 Times—
Once in Virtual Reality, CNN BUs. (Oct. 26, 2016, 11:01 AM),
https://money.cnn.com/2016/10/24/technology/virtual-reality-sexual-assault/index.html
[https://perma.cc/HTX5-UT75].

156. Alex Heath, Meta Opens Up Access to its VR Social Platform Horizon Worlds, THE VERGE
(Dec. 9, 2021, 1:00 PM), https://www.theverge.com/2021/12/9/22825139/meta-horizon-worlds-
access-open-metaverse [https://perma.cc/ASAZ-A8U4].

157. Seeid.

158. Joshua Nelken-Zitser, A Woman Claimed She Was Virtually Groped by a Gang of Male Av-
atars in Meta’s Metaverse, Report Says, BUS. INSIDER (Jan. 30, 2022, 8:50 AM), https://www.busi-
nessinsider.com/meta-woman-claims-virtually-groped-metaverse-horizon-venues-2022-1
[https://perma.cc/NWP6-83EB].

159. 1Id.

160. Id.
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another man attacked a young woman at a party on the plat-
form, described the VR experience as “a free show.”!¢!

Victims report that VR sexual abuse feels deeply real and
immersive. For instance, Belamire described feeling powerless,
violated, and stated that “[t]he virtual groping feels just as real”
as being groped in reality.!®> Meta’s beta tester reported that
“[s]exual harassment is no joke on the regular Internet but being
in VR adds another layer that makes the event more intense . . . .
We can’t tout VR’s realness and then lay claim that it is not a
real assault.”1%?

Legal and psychological research into the distinct character-
istics of VR vindicates this claim. Legal scholars Mark Lemley
and Eugene Volokh have argued that we need to take virtual
assault seriously because it feels real.’* Jeremy Bailenson ex-
plains how this dynamic works, as the “immersiveness” of VR
(the feeling that users are truly in another environment), the
“presence” of VR experiences (the experience that users forget
they are in a simulated world), and the aspect of “embodiment”
(the experience that users” avatars are their real bodies) lead us-
ers to have more intense and “real”-seeming experiences in VR
as compared to traditional online media.!*> Because of this “re-
alness,” our memories of being in a virtual environment are
much closer to those we form by being in real ones, as opposed
to those from traditional media platforms.!¢

161. Adriana Diaz, Disturbing Reports of Sexual Assaults in the Metaverse: ‘It's a Free Show’,
N.Y. POsT, https://nypost.com/2022/05/27/women-are-being-sexually-assaulted-in-the-
metaverse/ [https://perma.cc/PSL5-W3L3] (May 27, 2022, 2:24 PM).

162. Belamire, supra note 155.

163. Sophia Cho, Sexual Assault in Immersive Virtual Reality: Criminal Law Must Keep Up with
Technology, HARV. UNDERGRADUATE L. REV. (Spring 2022), https://hulr.org/spring-2022/sexual-
assault-in-immersive-vr [https://perma.cc/D6DT-PLES5].

164. Mark A. Lemley & Eugene Volokh, Law, Virtual Reality, and Augmented Reality, 166 U.
PA.L.REV. 1051, 1083-84 (2018).

165. Johnson, supra note 131; Heller, Watching Androids Dream, supra note 11, at 20-22; see
also Heller, Reimagining Reality, supra note 152, at 6-8 (explaining the importance of the combi-
nation of these factors); Matthew Lombard & Theresa Ditton, At the Heart of It All: The Concept
of Presence, 3 ]. COMPUT.-MEDIATED COMMC'N 1, 2, 47-48 (1997) (discussing the effects of pres-
ence on memory).

166. Lombard & Ditton, supra note 165, at 2-5 (examining how increased presence in me-
dia communications like VR impacts memory recall).
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In other words, immersion, presence, and embodiment can
lead victims of virtual harassment to feel physically unsafe.'*”
Indeed, VR can trigger the same internal nervous system and
psychological responses in the body that are experienced dur-
ing trauma in the real world, like adrenaline release, heart pal-
pitations, and sweat—even where the body isn’t physically
touched.6®

2. Physical harm

VR headsets distract users from real-world obstacles. Be-
cause of the sense of presence that users experience, it can be
easy to forget that virtual environments, such as jungles, arenas,
and streets, are, in reality, living rooms and bedrooms.!® Users
may collide with nearby objects, leading to injuries. For exam-
ple, the Wall Street Journal published an article describing inju-
ries ranging from a blackened fingernail to a fractured

167. See, e.g., Brittan Heller, We Need a 911 for the Metaverse, THE INFO. (Mar. 30, 2022, 9:00
AM) [hereinafter Heller, 911 for the Metaverse], https://www .theinformation.com/articles/we-
need-a-911-for-the-metaverse [https://perma.cc/4AK6X-W9G4] (explaining that virtual experi-
ences can feel just as real as physical ones); Mel Slater, Cristina Gonzalez-Liencres, Patrick
Haggard, Charlotte Vinkers, Rebecca Gregory-Clarke, Steve Jelley, Zillah Watson, Graham
Breen, Raz Schwarz, William Steptoe, Dalila Szostak, Shivashankar Halan, Deborah Fox & Jer-
emy Silver, The Ethics of Realism in Virtual and Augmented Reality, FRONTIERS VIRTUAL REALITY,
Mar. 2020, at 1, 4 [hereinafter Ethics of Realism] (distinguishing the difficulties of physical su-
perrealism and psychological superrealism); Mel Slater, Daniel Perez-Marcos, H. Henrik
Ehrsson & Maria V. Sanchez-Vives, Inducing Illusory Ownership of a Virtual Body, 3 FRONTIERS
NEUROSCI. 214, 214-15 (2009) [hereinafter Inducing Illusory Ownership of a Virtual Body],
https://www frontiersin.org/journals/neuroscience/articles/10.3389/neuro.01.029.2009/full
[https://perma.cc/79Z7-UKGG] (claiming that even just an illusory hand can lead to more gen-
eralized feelings of ownership over an avatar body).

168. See Wendy L. Patrick, Sexual Assault in the Metaverse: Virtual Reality, Real Trauma,
PSYCH. TODAY (Jan. 3, 2023), https://www.psychologytoday.com/us/blog/why-bad-looks-
g00d/202301/sexual-assault-in-the-metaverse-virtual-reality-real-trauma
[https://perma.cc/QW4W-DFXL]; James G. Brown, Jeremy N. Bailenson & Jeffrey Hancock,
Misinformation in Virtual Reality, J. ONLINE TRUST & SAFETY, Apr. 2023, at 1, 4-5,
https://vhil.stanford.edu/sites/g/files/sbiybj29011/files/media/file/brown_vr.pdf; Jeroen S.
Lemmens, Monika Simon & Sindy R. Sumter, Fear and Loathing in VR: The Emotional and Physi-
ological Effects of Immersive Games, 26 VIRTUAL REALITY 223, 223 (2022).

169. Lombard & Ditton, supra note 165, at 7.
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kneecap.'”? There have also been many examples of users get-
ting into accidents because they are distracted while playing the
XR game Pokémon Go.'”! Following the game’s release in 2016,
headlines and social media posts emerged detailing driving,
biking, and walking accidents involving drivers, cyclists, and
pedestrians distracted by the game.'”? In fact, a study published
in the American Journal of Public Health revealed that 27% of
respondents were likely or very likely to play Pokémon Go
while driving, 43% of respondents were likely or very likely to
play while biking, and 32% were likely or very likely to play
while walking.'”? One VR gamer has even died while playing:
In 2017, a Russian VR gamer fell through a glass table and bled
to death.'”* These examples demonstrate that the immersiveness
of XR experiences can lead to physical injury in real-world en-
vironments.

Besides the possibility of collisions, wearing VR headsets for
an extended period of time can lead to physical side effects.!”
As previously mentioned, “simulator sickness” symptoms in-
clude nausea, eyestrain, headaches, vertigo, inability to

170. Sarah E. Needleman & Salvador Rodriguez, VR Is All Fun and Games — Until Someone
Gets Injured, WALL ST. J. (Feb. 28, 2022), https://www.wsj.com/story/vr-is-all-fun-and-
gamesuntil-someone-gets-injured-7cd17337 [https://perma.cc/3Q2M-F8PL].

171. Victoria R. Wagner-Greene, Amy J. Wotring, Thomas Castor, Jessica Kruger, Sarah
Mortemore & Joseph A. Dake, Pokémon GO: Healthy or Harmful?, 107 AM. ]. PUB. HEALTH 35,
35-36 (2017), https://www .ncbi.nlm.nih.gov/pmc/arti-
cles/PMC5308184/pdf/AJPH.2016.303548.pdf/; Kristen Lee, ‘Death by Pokemon Go’: Study Finds
that Driving While Playing Likely Cost Billions in Car Damage, Injuries, BUS. INSIDER (Jan. 11, 2021,
1:00 PM), https://www .businessinsider.com/pokmon-go-study-driving-playing-cost-millions-
car-damage-injuries-2021-1 [https://perma.cc/4V87-LCGE].

172. Wagner-Greene et al., supra note 171, at 35.

173. Id. at 36.

174. Russian Man Dies from Fall While Wearing Virtual Reality Glasses, MOSCOW TIMES (Dec.
22, 2017), https://www.themoscowtimes.com/2017/12/22/russian-man-dies-from-fall-while-
wearing-virtual-reality-goggles-a60034 [https://perma.cc/3EV3-XHEC].

175. See Stanford Cyber Pol’y Ctr., Keynote Jeremy Bailenson, YOUTUBE (Jan. 28, 2023) [here-
inafter Stanford Cyber Pol’y Ctr., Keynote], https://youtu.be/r6RvQByGyT4
[https://perma.cc/PZK9-3LWR]; see also infra notes 179-97 and accompanying text (discussing
physical effects of VR).
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concentrate, fatigue, dizziness, and blurred vision.'”® Other
studies have found that extended use of HMDs may cause vom-
iting.'”” Research suggests that the severity of symptoms in-
creases with usage durationand that some users can experience
simulator sickness for up to four hours after taking off their VR
headset.!”

There are some indications that VR headsets can cause a
user’s vision to deteriorate. In the short term, research has
demonstrated that VR can cause “[a]n increase in accommoda-
tive response and a decrease in convergence,”'”” and changes in
depth perception,'® and various “worsening of motor compo-
nents of vision.”!8! Furthermore, a VR developer recently re-
ported that VR had permanently damaged his vision even
though he had broken his headset use into thirty-minute inter-
vals as recommended by device manufacturers.!®? Despite these
research findings and anecdotal evidence, the U.K."s Associa-
tion of Optometrists states that it has not seen evidence that VR
can permanently impair vision,'® and other researchers have

176. Natalia Duzmanska, Pawel Strojny & Agnieszka Strojny, Can Simulator Sickness Be
Avoided? A Review on Temporal Aspects of Simulator Sickness, FRONTIERS PSYCH., Nov. 2018, at 1,
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180. Hyeon Jeong Yoon, Hyun Sik Moon, Mi Sun Sung, Sang Woo Park & Hwan Heo, Ef-
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ters: A Randomised Controlled Trial, 11 SCI. REP., 2021, at 1, 1 (describing depth perception with
visual input from both eyes as “stereopsis”).

181. Sanjog Banstola, Anna O’Connor & Kerry Hanna, Changes to Visual Parameters Follow-
ing Virtual Reality Gameplay, 18 BRIT. & IRISH ORTHOPTIC J. 57, 61-62 (2022) (providing potential
mechanism for eye strain post-gameplay).

182. Developer Warns VR Headset Damaged Eyesight, BBC (June 10, 2020),
https://www.bbc.com/news/technology-52992675 [https://perma.cc/3X5W-QYL6]; see also
Kaylee Fagan, Here’s What Happens to your Body When You've Been in Virtual Reality for Too
Long, BUS. INSIDER (Mar. 4, 2018, 11:00 AM), https://www .businessinsider.com/virtual-reality-
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claimed that “if there is any binocular stress, it is likely minimal
or able to dissipate.”!® Vision researchers continue to call for
more long-term research on the effects of VR, and thus it ap-
pears there is no scientific consensus as of yet on VR'’s effect on
vision over sustained periods of use.

3. Psychological harm

XR presents the risk of several forms of psychological harm,
including body dysmorphia, dissociation, and trauma. Scholars
have found that people feel a conflict between the appearance
of their physical bodies and their virtual avatars, leading them
to change their bodies to match their avatars.’® At times that
can lead to positive outcomes; for example, one male partici-
pant in a study, who had a female avatar, described feeling
more comfortable in that body than their real one, which sup-
ported the person’s decision to undergo gender-reaffirming
surgery.’¥” However, XR can also lead users to modify their
physical appearance. For example, AR beauty filters on Zoom
and Snapchat have led people to visit plastic surgeons with re-
quests to make them look like a filtered version of themselves.'®
In fact, a mismatch between one’s virtual and physical body
may contribute to or exacerbate body dysmorphic disorder, a

184. Philip R. K. Turnbull & John R. Phillips, Ocular Effects of Virtual Reality Headset Wear in
Young Adults, 7 SCI. REP., 2017, at 1, 6 (revealing how forty-minute exposure to VR has mini-
mal effects on binocular vision).

185. Dmytro Spilka, Is Virtual Reality Bad for Our Health? Studies Point to Physical and Mental
Impacts of VR Usage, SPRINGER NATURE (July 13, 2023), https://communities.springer-
nature.com/posts/is-virtual-reality-bad-for-our-health-studies-point-to-physical-and-mental-
impacts-of-vr-usage [https://perma.cc/2LP9-KD4W] (referring to research forecast predicting
50% of the world’s population could suffer from myopia caused by close-up screen viewing
by 2050).

186. Erick J. Ramirez, Remarks at the 2023 Stanford XR Annual Conference (May 13, 2023);
Sadia Suhail Usmani, Medha Sharath & Meghana Mehendale, Future of Mental Health in the
Metaverse, GEN. PSYCHIATRY, Aug. 2022, at 1, 4.

187. GUO FREEMAN, SAMANEH ZAMANIFARD, DIVINE MALONEY & ALEXANDRA ADKINS, MY
BODY, MY AVATAR: HOW PEOPLE PERCEIVE THEIR AVATARS IN SOCIAL VIRTUAL REALITY 5
(2020).

188. Lina Abbas & Hamzeh Dodeen, Body Dysmorphic Features Among Snapchat Users of
“Beauty-Retouching of Selfies” and Its Relationship with Quality of Life, 49 MEDIA ASIA 196, 206
(2022).
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DSM-recognized mental illness where an individual becomes
“preoccupied with at least one nonexistent or slight defect in
physical appearance.”!®

Research has also shown that users of XR may feel dissoci-
ated from their real bodies after transitioning from a virtual
world into reality. On the extreme end, this can lead to disem-
bodiment, where a person no longer feels connected to their
body or the world around them.!”® Disembodiment may cause
anxiety and lead to panic attacks.’! Researchers have also found
that users may experience the “Proteus effect,” where they “in-
fer their expected behaviors and attitudes from observing their
avatar’s appearance.”'*? For instance, one study found that par-
ticipants assigned to a taller virtual avatar were “more aggres-
sive” in subsequent face-to-face negotiations than participants
assigned to shorter virtual avatars.'” Similarly, if users become
too attached to their virtual avatars, they might worry about the
avatar’s safety and feel extremely upset or overwhelmed when
their avatar is virtually harmed.'

The psychological harms of dissociation dovetail with XR’s
physical harms. For example, after using a VR headset for just
an hour, one user was incapable of holding a conversation with
his friends and experienced “white noise playing in [his]
brain.”!® That user’s symptoms ranged from feeling tired and

189. Kamleshun Ramphul & Stephanie G. Mejias, Is “Snapchat Dysmorphia” a Real Issue?
CUREUS, Mar. 3, 2018, at 1, 1; see also Ramirez, supra note 186 (discussing virtual avatar design
trends in individuals with body dysmorphia).

190. CATHERINE ALLEN & VERITY MCINTOSH, INST. ENG’G & TECH., SAFEGUARDING THE
METAVERSE 11 (2022), https://www.theiet.org/impact-society/factfiles/information-technology-
factfiles/safeguarding-the-metaverse/ [https://perma.cc/BXW2-QAP7].

191. Id.

192. Nick Yee, Jeremy N. Bailenson & Nicolas Ducheneaut, The Proteus Effect: Implications
of Transformed Digital Self-Representation on Online and Offline Behavior, 36 COMMC'N RSCH. 285,
285 (2009).

193. Id. at 294.

194. See FREEMAN ET AL., supra note 187, at 2; Jessica Wolfendale, My Avatar, My Self: Vir-
tual Harm and Attachment, 9 ETHICS & INFO. TECH. 111, 112 (2007), https://link.springer.com/ar-
ticle/10.1007/s10676-006-9125-z#preview.

195. Greg Noone, Is Virtual Reality Bad for Our Mental Health?, TECH MONITOR (Feb. 24,
2022), https://techmonitor.ai/technology/emerging-technology/is-virtual-reality-bad-for-men-
tal-health [https://perma.cc/28AM-E4R3].
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confused after a long VR session to thinking of how good the
“graphics” were in real life and mimicking in-game gestures in
order to interact with objects in real life."”® Another study found
that users of a VR game reported more intense experiences of
depersonalization than PC gamers, though this effect was gone
by the next day."”” Indeed, empirical research has shown that
spending time in VR for only twenty-five minutes can increase
self-reported symptoms of depersonalization and derealiza-
tion.'”® Academics have even successfully designed experi-
ments to deliberately elicit acute states of dissociation through
VR headsets.’

XR users are also at risk of a different kind of psychological
harm, namely trauma. The immersiveness of VR experiences
can result in trauma when users encounter severely frightening,
violent, or anxiety-provoking content in XR applications.?® For
example, academic researchers have developed applications
that deliberately expose users to potentially traumatic content
as a form of exposure therapy for phobias.*® XR application
producers have created other challenging content with the

196. Id.

197. See Carina Peckmann, Kyra Kannen, Max C. Pensel, Silke Lux, Alexandra Philipsen &
Niclas Braun, Virtual Reality Induces Symptoms of Depersonalization and Derealization: A Longitu-
dinal Randomised Control Trial, COMPUTS. HUM. BEHAV., June 2022, at 1, 1 (describing deperson-
alization as “a feeling of alienation and unrealness towards [one’s] own self”).

198. Seeid. at 2.

199. See Dalena van Heugten-van der Kloet, Jan Cosgrave, Joram van Rheede & Stephen
Hicks, Out-of-Body Experience in Virtual Reality Induces Acute Dissociation, 5 PSYCH. OF
CONSCIOUSNESS: THEORY, RSCH. & PRAC. 346, 348-350, 353 (2018) (claiming that VR induced
out-of-body experiences are likely to be successful interrupters of the default mode network of
humans’ cognition for research).

200. See Jakki O. Bailey & Jeremy N. Bailenson, Immersive Virtual Reality and the Developing
Child, in COGNITIVE DEVELOPMENT IN DIGITAL CONTEXTS 181, 183, 186 (Fran C. Blumberg & Pa-
tricia J. Brooks eds., 2017) (claiming that both adults and children “respond to virtual stimuli
as if it were real,” both physically and mentally, because our brains have not yet developed to
recognize a difference between immersive virtual reality and reality).

201. Zawn Villines, VR Therapy and Its Benefits for Mental Health, MEDICALNEWSTODAY
(Oct. 13, 2023), https://www.medicalnewstoday.com/articles/vr-therapy
[https://perma.cc/HPB3-PBUN].
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intention of furthering social justice.?? For example, researchers
have developed an anti-racism empathy training, entitled 1000
Cut Journey, where the user embodies a Black man and experi-
ences several instances of microaggressions and anti-Black rac-
ism, including an encounter where police officers yell aggres-
sively at the user to kneel on the ground.?”® While many users
reported positive reactions to the training, some users reported
visceral responses, including having to “fight back tears in the
VR session, during the debrief, and even after” as the program
invoked these challenging situations to garner empathy for the
experiences of many Black people.® Other developers try to
capitalize on VR’s immersiveness for entertainment, and have
created popular VR videogames with extreme content, includ-
ing a game on the HTC Vive called Hover Junkers that allows
players to raise a gun to their own head and kill themselves.?®
Commercial VR headset manufacturers themselves also
warn users of lasting traumatic effects of the content they expe-
rience.”® The health and safety page for Google’s Daydream
View VR headset explicitly notes that such content can “cause
psychological reactions, including anxiety, fear, or even Post
Traumatic Stress Disorder.”?” Similarly, HTC Vive’s Health
and Safety Guide warns users that “[c]Jontent viewed using the

202. Robert O. Roswell, Courtney D. Cogburn, Jack Tocco, Johanna Martinez, Catherine
Bangeranye, Jeremy N. Bailenson, Michael Wright, Jennifer H. Mieres & Lawrence Smith, Cul-
tivating Empathy Through Virtual Reality: Advancing Conversations About Racism, Inequity, and
Climate in Medicine, 95 ACAD. MED. 1882, 1883 (2020) (using VR “racism module[s]” to give in-
dividuals exposure to discriminatory treatment); Courtney Cogburn, Jeremy Bailenson, Elise
Ogle, Tobin Asher & Teff Nichols, 1000 Cut Journey, SIGGRAPH: VIRTUAL, AUGMENTED, &
MIXED REALITY (2018), https://doi.org/10.1145/3226552.3226575 (creating a virtual reality in
which the user becomes a Black man who encounters racism throughout his life).

203. See Roswell et al., supra note 202, at 1883.

204. Id. at 1885.

205. Nathan Grayson, Why One VR Game Is Letting Players Shoot Themselves in the Head,
KOTAKU (Jan. 29, 2016), https://kotaku.com/why-one-vr-game-is-letting-players-shoot-them-
selves-in-1756026479 [https://perma.cc/7ARU-BE99].

206. See, e.g., Daydream View Health and Safety Information, GOOGLE: DAYDREAM HELP (Nov.
10, 2016), https://support.google.com/daydream/answer/7185037?visit_id=1-
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product can be intense . . . [c]ertain types of content (e.g. violent,
scary, emotional, or adrenaline-based content) could trigger in-
creased heart rate, spikes in blood pressure, panic attacks, anx-
iety, PTSD, fainting, and other adverse effects.”?%

4. Design biases

VR headsets are not designed to function equally well for all
groups of users. For instance, many early VR headsets are de-
signed to work optimally with the average man’s interpupillary
difference (“IPD”), which differs from the average woman’s
IPD.?” As a result, female users experienced simulator sickness
more often than men, because the headsets were not adjusta-
ble.?' Similarly, an MIT researcher found that Oculus Go straps
snapped when she put them on African women since the device
was not designed to accommodate Black hairstyles.?!! Religious
and ethnic minorities have had trouble fitting the headsets
properly while wearing hijabs, turbans, or yarmulkes.? Be-
cause VR headsets’ designs often exclude or have disparate im-
pacts on certain demographics, users belonging to those de-
mographics may not be able to use the hardware as well.*?

5. Privacy harms

Researchers have voiced significant concerns about the in-
vasion of privacy that XR could enable.?’* VR headsets collect

208. Safety and Regulatory Guide, HTC, https://dl4.htc.com/vive/safty_guide/91H02887-
08M%20Rev.A.PDF (last accessed Nov. 4, 2024).

209. Brittan Heller, VR Is Failing the Very People It Could Benefit Most, THE INFO. (May 19,
2022, 9:00 AM), https://www.theinformation.com/articles/vr-is-failing-the-very-people-it-
could-benefit-most?page=1 [https://perma.cc/JC8W-JGM4].
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213. See generally Arwa Michelle Mboya, The Oculus Go Wasn't Designed for Black Hair,
MEDIUM (Nov. 5, 2020), https://debugger.medium.com/the-oculus-go-a-hard-ware-problem-
for-black-women-225d9b48d098 [https://perma.cc/AC39-K5RN] (explaining the difficulties of
fitting VR headsets for certain demographics and Oculus Go unsuitability for the “texture,
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inputs in VR compared to traditional computers’ inputs leads to more avenues for cyberat-
tacks and social engineering in XR applications).



126 DREXEL LAW REVIEW [Vol. 17:91

and rely on large volumes and varieties of highly intimate sen-
sory data to function.?’> This includes data about users” head
position, head rotation, eye shape, eye position, eye color, lens,
retina, eye gaze, pupil dilation, body posture, body location,
hand and feet gestures, variations in skin color, and even
changes in the user’s environment.?'® Researchers have espe-
cially highlighted the intrusiveness of fine-grained eye-tracking
data that VR headsets collect.?!” As users engage in VR experi-
ences, cameras in their headsets take pictures of their eye move-
ments, and cameras that track scenes register pictures of what
they viewed.?® Collectors of this data—including the headset
manufacturers like Meta—can infer what users saw, paused on,
fixated on, or did not register as they were using the headset.?"”

215. Mark McGill, Extended Reality (XR) and the Erosion of Anonymity and Privacy, in THE
IEEE GLOBAL INITIATIVE ON ETHICS OF EXTENDED REALITY (XR) REPORT 7-8 (2021),
https://standards.ieee.org/wp-content/uploads/import/governance/iccom/extended-reality-
anonymity-privacy.pdf; MARTANA OLAIZOLA ROSENBLAT, NYU STERN CTR. FOR BUS. & HUM.
RTS., REALITY CHECK: HOW TO PROTECT HUMAN RIGHTS IN THE 3D IMMERSIVE WEB 1, 9 (2023)
[hereinafter NYU Stern Report].

216. See, e.g., WORLD ECON. F., METAVERSE PRIVACY AND SAFETY 16 (2023) [hereinafter
WORLD ECON. F., METAVERSE PRIVACY AND SAFETY], https://www3.wefo-
rum.org/docs/WEF_Metaverse_Privacy_and_Safety_2023.pdf (offering examples of the types
of data Metaverse technology may collect, including body-based biometric data); GIRARD
KELLY, JEFF GRAHAM, JILL BRONFMAN, & STEVE GARTON, PRIVACY OF VIRTUAL REALITY: OUR
FUTURE IN THE METAVERSE AND BEYOND 2-3 (2022), https://www.commonsenseme-
dia.org/sites/default/files/research/report/privacy-of-virtual-reality-our-future-in-the-
metaverse-and-beyond.pdf (briefly explaining how VR'’s ability to serve as a data extraction
system can invade an individual’s privacy).
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that eye-tracking itself “underpins many current and future-facing use cases” of XR and that
this type of data could be used to influence consumers by third-parties); cf. Eye Tracking on Ho-
lolens 2, MICROSOFT (Mar. 2, 2023), https://learn.microsoft.com/en-us/windows/mixed-real-
ity/design/eye-tracking [https://perma.cc/PU8C-82SN] (describing the sophistication of the
“eye-gaze-based” technology).

218. Stanford Cyber Pol'y Ctr., Lightning Talk: A Deep Dive into Eye-tracking in XR with Avi
Bar-Zeev, YOUTUBE (Jan. 28, 2023) [hereinafter Stanford Cyber Pol’y Ctr., Lightning Talk],
https://youtu.be/ABrnq_p20dk [https://perma.cc/35SD-4UDN].
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Some kinds of XR can even access bodily data like heart rate,
blood pressure, and brain signals.?*® The data that XR devices
can collect is exponentially more invasive than that collected by
traditional technologies.?!

The collection of such intrusive data augurs the possibility
of surveillance. Certain kinds of eye data, like details of a user’s
retina, constitute personally identifiable information (“PII”)
that could easily be used to identify individuals at a later time.??
But researchers have demonstrated that even a user’s body pos-
tures and movements can be used to track and identify them.
For example, in one study, researchers trained an Al algorithm
on videos of users as they wore VR headsets and engaged in a
VR experience.?”® When later tested on videos of individuals in
VR headsets, the algorithm correctly predicted the identity of
the user 95.3% of the time from a set of 511 options.??* The study
demonstrated that users” height, posture, headset fit, preferred
distance to virtual content, and resting arm pose all constitute
features that can be used to identify them as individuals” body
movements follow distinct patterns that algorithms can learn.?
A similar experiment was able to identify an individual from a
group of over 55,000 individuals; to this end, the experiment’s
XR researchers have advocated that motion data “is a biometric
that belongs in the same category as blood type or an iris
scan.”?* Even a virtual avatar’s position and movement

220. NYU Stern Report, supra note 215, at 8-9; Heller, Watching Androids Dream, supra note
11, at 28-29.

221. See NYU Stern Report, supra note 215, at 9-10 (“[T]The metaverse might become ‘the
most dangerous tool of persuasion ever created . ..."”).

222. Stanford Cyber Pol'y Ctr., Lighting Talk, supra note 218 (noting that even anonymized
biometrics can be re-identified).

223. Mark Roman Miller, Fernanda Herrera, Hanseul Jun, James A. Landay & Jeremy N.
Bailenson, Personal Identifiability of User Tracking Data During Observation of 360-degree VR
Video, SCI. REPS., Oct. 2020, at 1, 2.
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patterns can be used to identify its user in the real world.?*” In-
deed, researchers studying this phenomenon were able to do so
with nearly 90% accuracy.?® Because a user’s body position and
movements follow the same pattern as their virtual avatar, data
from the virtual world can be matched to the real world.?”
These studies reveal that in the wrong hands, data from VR ex-
periences can be used to surveil individuals in the real world.
The collection of rich, multimodal VR data also raises the
danger of profiling. Researchers have found that eye-tracking
data can be used to infer a user’s age, gender, geographical
origin, physical health, level of sleepiness, cognitive abilities,
cultural background, mental health, mental workload, and
more.”® Eye-tracking data alone can be used to diagnose dis-
eases such as Alzheimer’s, Parkinson’s disease, and schizophre-
nia.®! Such data can also reveal a user’s sentiments towards
things they see.? It can even be used to “psychographically”
profile an individual by unearthing their likes, dislikes, and
preferences.?” In other words, data collected by VR headsets

227. See Miller et al., supra note 223, at 6 (discussing researcher’s unexpected ability to tell
when subjects had to move to read their questionnaire); c¢f. VIVEK NAIR, CHRISTIAN RACK,
WENBO GUO, RUI WANG, SHUIXIAN LI, BRANDON HUANG, ATTICUS CULL, JAMES F. O’BRIEN,
MARC LATOSCHIK, LOUIS ROSENBERG & DAWN SONG, INFERRING PRIVATE PERSONAL
ATTRIBUTES OF VIRTUAL REALITY USERS FROM HEAD AND HAND MOTION DATA 6 (2023) (noting
that researchers were able to infer over forty behavioral characteristics, to varying but still sig-
nificant degrees of accuracy, like physical and mental condition from locomotion in VR).
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Tree and Random Forest, FRONTIERS NEUROSCI., Aug. 2020, at 1, 2.
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provide an intimate view of our interests, behaviors, and med-
ical conditions.

In the event of a security breach, the leaking of such infor-
mation to the world would constitute irreversible harm —unlike
a password, an individual cannot change their bodies or mo-
tions.”* And in the wrong hands, such detailed profiles could
be used to impersonate, defame, or harass, to make discrimina-
tory decisions, or to manipulate people to extract ransom.?

6. Misinformation and manipulation

XR raises the possibility of uniquely potent forms of misin-
formation and manipulation. The deeply immersive nature of
VR experiences means that misinformation presented in VR is
likely to have a strong, persuasive effect on users, especially if
users are unaware of the intent to misinform.?* Misinformation
could be particularly pernicious in user-generated worlds,
where the creators can stage immersive, convincing experiences
that may misrepresent facts and feel tantamount to real experi-
ences.”” For example, as part of an exploration of misinfor-
mation, researchers at Stanford University created a virtual
world that at first seemed like a walk on the moon, but then was
revealed to be a stage set, misrepresenting the 1969 moon land-
ing.>® The experience was described as “jarring” and under-
scored that a unique aspect of XR worlds is that “the user’s en-
tire environment is determined by the creators of the virtual

234. See JOHN SOROUSHIAN, BABU JACKSON & SABINE NESCHKE, BIPARTISAN POL’Y CTR.,
THINKING AHEAD ABOUT XR 15 (2022); NYU Stern Report, supra note 215, at 8.

235. LINA M. KHAN, REBECCA KELLY SLAUGHTER & ALVARO BEDOYA, FED. TRADE COMM'N,
POLICY STATEMENT OF THE FEDERAL TRADE COMMISSION ON BIOMETRIC INFORMATION AND
SECTION 5 OF THE FEDERAL TRADE COMMISSION ACT 3, 5 (2023); NYU Stern Report, supra note
215, at 15; see, e.g., Olivia Powell, Data Breaches on Gaming Sites Are Becoming More Common,
CYBER SEC. HUB (Aug.19, 2022), https://www.cshub.com/attacks/articles/data-breaches-on-
gaming-sites-are-becoming-more-common [https://perma.cc/T8G4-8LLP] (explaining that the
trove of information from the typically large userbases on gaming platforms is already extra
enticing for bad actors even without XR data).
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world.”?? This insight brings the possibility of “new and espe-
cially powerful forms of both mental and behavioral manipula-
tion.” 40

In addition to mere misrepresentation, XR technology can
also be used to actively manipulate users. The paradigm of
“transformed social interaction,” for example, allows VR users
to mimic others in a social setting using nonverbal gestures.?*!
Researchers have found that this kind of mimicry in the real
world can develop warmth and trust with others.?* In the VR
world, this kind of mimicry can be automated and done simul-
taneously at scale, thereby allowing manipulators to increase
the scale and persuasiveness of their messaging.?*> For example,
in one study, VR users listened to a persuasive statement by a
virtual speaker who gazed at each user.?** Researchers found
this directed gaze, generated automatically by an algorithm, led
to more user agreement with the persuasive message and
greater verbal recall of the statement.?*

XR can also be utilized to influence users by leveraging
highly intimate, personalized data. Manipulators can track a
user’s emotions based on eye-tracking data from VR headsets
and generate experiences in their virtual worlds that evoke cer-
tain user emotions, like fondness or empathy, on command.?*
This can easily be leveraged for advertising and influence oper-
ations. For example, an advertiser can obtain a granular under-
standing of a user’s preferences and tailor its marketing to them

239. Id.; Michael Madary & Thomas K. Metzinger, Real Virtuality: A Code of Ethical Conduct.
Recommendations for Good Scientific Practice and Consumers of VR-Technology, FRONTIERS, Feb.
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as they experience virtual worlds. Indeed, XR expert Louis Ros-
enberg claims that XR user data will ultimately be used for vir-
tual product placements, i.e., artificial placement of products
into the virtual environment that appear to be there naturally.?*
Rosenberg has also argued that “large and powerful metaverse
platforms could track billions of people and impart influence on
select individuals by altering the world around them in tar-
geted and adaptive ways.”**8 Such targeting could eventually
manipulate users into purchasing products or believing incor-
rect information.?

Another form of manipulation that XR enables is elicitation,
the practice of drawing out information or emotion from an-
other. VR experiences can elicit intrusive information that users
may not have intended to disclose.?®® For example, in one study,
researchers assembled a VR escape room that users could only
escape by discovering a word.”! However, in order to solve the
puzzles, users had to perform a variety of tasks, like doing
squats, reading words off color test plates, and saying the word
“apple.”?? From these simple tasks, the researchers were able to
determine whether users were physically fit, colorblind, and
conversant in certain languages.”® Experiments like this one
demonstrate that users can inadvertently disclose information
without their awareness or consent.
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7. Addiction

Researchers have expressed concerns that frequent users of
XR may develop addiction, not only because of XR’s applica-
tions in social media, gaming, and pornography, domains in
which researchers have already raised general addiction con-
cerns,® but also because XR’s uniquely immersive nature su-
percharges the addictive potential of these experiences. Indeed,
researchers have tied the fundamental experiential components
of VR to addiction.? Studies have found that users’ feelings of
“presence” play a significant role in creating online gaming ad-
diction.”® Similarly, “embodiment intensifies [users’] emotional
responses to virtual stimuli,”%” leading to greater emotional re-
wards and subsequent addiction.”® Because presence and em-
bodiment are much stronger in VR than in traditional digital

254. See Hunt Allcott, Matthew Gentzkow & Lena Song, Digital Addiction, 112 AM. ECON.
REV. 2424, 2425 (2022); Todd Love, Christian Laier, Matthias Brand, Linda Hatch & Raju
Hajela, Neuroscience of Internet Pornography Addiction: A Review and Update, 5 BEHAV. SCIS. 388,
389 (2015).

255. See Miguel Barreda-Angeles & Tilo Hartmann, Hooked on the Metaverse? Exploring the
Prevalence of Addiction to Virtual Reality Applications, 3 FRONTIERS VIRTUAL REALITY, 2022, at 1,
2-3.

256. See Sung-Bok Park & Ha Sung Hwang, Understanding Online Game Addiction: Connec-
tion Between Presence and Flow, in HUMAN COMPUT. INTERACTION 378, 384 (Julie A. Jacko, ed.,
2009) (finding a strong relationship between the concept of “presence” and addiction for-
mation); see also Lombard & Ditton, supra note 165 (discussing heightened level of presence in
VR applications); Vasilis Stavropoulos, Tyrone L. Burleigh, Charlotte L. Beard, Rapson Gomez
& Mark D. Griffiths, Being There: A Preliminary Study Examining the Role of Presence in Internet
Gaming Disorder, 17 INT. ]. MENTAL HEALTH & ADDICTION 880, 886 (2019) (“[S]trong perception
of the online world as real may increase time spent for gaming and thus magnify potential
problems in real life . . . .”); Vasilis Stavropoulos, Kyriaki Alexandraki & Frosso Motti-
Stefanidi, Flow and Telepresence Contributing to Internet Abuse: Differences According to Gender
and Age, 29 COMPUTS. HUM. BEHAV. 1941, 1942, 1944 (2013) (claiming that telepresence, “the
level in which a user is absorbed in the virtual world,” was a factor in internet abuse).

257. Dominik Gall, Daniel Roth, Jan-Philipp Stauffert, Julian Zarges & Marc Erich Lato-
schik, Embodiment in Virtual Reality Intensifies Emotional Responses to Virtual Stimuli, FRONTIERS
PSYCH., Sept. 2021, at 1, 1-2.

258. Compare Park & Hwang, supra note 256, at 380-81 (“[P]eople who enjoy flow experi-
ence during an activity may develop a tendency to repeat the activity and repetition of a par-
ticular activity may eventually develop into a tendency toward addiction.”), with Gall et al.,
supra note 257, at 1-2 (presenting study results suggesting same conclusion).
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media,®’ VR may put users at increased risk of addiction com-
pared to other digital media. The researchers also noted that a
user’s identification with their avatar is associated with gaming
addiction,*® thus presenting yet another pathway from embod-
ied VR experiences to addiction.

VR pornography, in particular, presents a significant risk of
addiction. VR pornography is expected to drive a substantial
portion of business and technical development in the XR indus-
try,*! and scholars suggest that VR pornography may be more
addictive than traditional pornography.*? This is because it in-
corporates a greater number of sensory modalities into the user
experience and provides added stimulation to users.?* Profes-
sors Mark Lemley and Eugene Volokh have noted that the field
of haptics (i.e., technology intended to stimulate touch sensa-
tions) is one of the next frontiers in XR development and has
already been incorporated into sex aids.?** Some companies
have even developed products that will release scents from VR
headsets while users watch virtual pornography.?> As the so-
matic psychologist Holly Richmond states, “You aren’t just
watching and thinking about [pornography]. You are feeling it,
and it’s not just your genitals. There is literally a mind-body
connection.”2%

259. See Miguel Barreda-Angeles, Sara Aleix-Guillaume & Alexandre Pereda-Barios, Vir-
tual Reality Storytelling as a Double-Edged Sword: Immersive Presentation of Nonfiction 360-Video Is
Associated with Impaired Cognitive Information Processing, 88 COMMC'N MONOGRAPHS 154, 168
(2021); Lemmens, supra note 168, at 223.

260. Tiziana Mancini, Chiara Imperato & Federica Sibilla, Does Avatar’s Character and Emo-
tional Bond Expose to Gaming Addiction? Two Studies on Virtual Self-Discrepancy, Avatar Identifica-
tion and Gaming Addiction in Massively Multiplayer Online Role-Playing Game Players, 92
CoMPUTS. HUM. BEHAV. 297, 301 (2019).

261. Lemley & Volokh, supra note 164, at 1062-63.

262. Leighton Evans, Virtual Reality Pornography: A Review of Health-Related Opportunities
and Challenges, 15 CURRENT SEXUAL HEALTH REPS. 26, 32 (2023).

263. Id. at 26,32, 34.

264. Lemley & Volokh, supra note 164, at 1094.

265. Alyson Krueger, Virtual Reality Gets Naughty, N.Y. TIMES (Oct. 28, 2017),
https://www.nytimes.com/2017/10/28/style/virtual-reality-porn.html?partner=bloomberg
[https://perma.cc/9K]J2-5LPH].

266. Id.
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Empirical research has backed up the notion that VR por-
nography experiences are more intensely arousing than tradi-
tional pornography. A recent study found that VR pornography
induced both greater psychophysiological reactions and
stronger self-reported subjective experiences in study partici-
pants when compared to viewing content on a desktop dis-
play.?¢” Researchers have even identified a specific neurochem-
ical mechanism that may drive addiction to VR pornography,
hypothesizing that VR porn could lead users to release higher
levels of oxytocin (commonly known as the “love hormone”),
pushing the potential for pornography addiction to “new, un-
explored borders” compared to traditional pornography.2®® In-
deed, experts are now beginning to note that “individuals are
experiencing intimate virtual sex experiences which are realistic
to such an extent that users will soon find it difficult to tell what
is real and what is virtual.”?%

8. Harms to children

In some contexts, XR’s harms are exacerbated when applied
to young users, and experts are especially concerned about the
effect of XR influence campaigns on children.”® Studies have
shown that children are susceptible to false memories from vir-
tual experiences?! and that they are more likely to mimic char-
acters they interact with in VR compared to characters they see

267. Sofia C. Simon & Tobias Greitemeyer, The Impact of Immersion on the Perception of Por-
nography: A Virtual Reality Study, 93 COMPUTS. HUM. BEHAV. 141, 145-46 (2019).

268. Marcel-Alexandru Gdind, Alexandra Bolos, Ovidiu Alexinschi, Ana-Caterina Cristo-
for, Alexandra-Maria Gaind, Roxana Chirita & Cristinel Stefdnescu, Perspective on the Double
Edges of Virtual Reality in Medicine - Both Addiction & Treatment, 12 BROAD RSCH. AL &
NEUROSCI. 364, 368 (2021).

269. Marko Orel, Escaping Reality and Touring for Pleasure: The Future of Virtual Reality Por-
nography, 7 PORN STUD. 449, 451 (2020).

270. See, e.g., Kathryn Y. Segovia & Jeremy N. Bailenson, Virtually True: Children’s Acquisi-
tion of False Memories in Virtual Reality, 12 MEDIA PSYCH. 379, 388 (2009) (cautioning unfettered
adoption of digital media, like VR, that can imprint false memories in children).

271. Id. at 372.
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on TV.?2 These phenomena are believed to occur because chil-
dren experience higher levels of presence in virtual environ-
ments compared to adults.?”? Children struggle to recognize
that immersive, sensory-rich virtual worlds—that place chil-
dren directly into the content—are representations, not real-
ity.?”* Because of the increased number of visual and auditory
input that children experience in VR, VR is just as effective at
misinforming children as verbally telling children a false story,
instructing them to imagine a false story, and showing them
pictures of the false story.?”

Research also suggests that VR may interrupt the develop-
ment of a child’s social and interpersonal skills.?® Avatars that
suddenly appear and disappear in virtual worlds may impact a
child’s understanding of how to develop and maintain friend-
ships and other types of interpersonal relationships.?”” Avatars
who break social norms or exhibit behaviors that are not possi-
ble in the physical world (such as flying) may impact a child’s
understanding of what is possible and expected in the physical
world.?”® Evidence suggests that children ages nine to thirteen
“can form relationships with nonhuman, computer-driven vir-
tual characters and can consider them friends over time.”?”

Researchers have also found that VR can affect children’s
short-term motor skills. In a 2021 study, researchers examined

272. See Jakki O. Bailey, Jeremy N. Bailenson, Jelena Obradovi¢ & Naomi R. Aguilar, Vir-
tual Reality’s Effect on Children’s Inhibitory Control, Social Compliance, and Sharing, J. APPLIED
DEVELOPMENTAL PSYCH., July-Sept. 2019, at 1, 7 (finding that children using VR had a more
difficult time suppressing the urge to automatically mimic the virtual character in a game of
Simon Says).

273. Lenaic B. Cadet, Emanuelle Reynaud & Hannah Chainay, Memory for a Virtual Reality
Experience in Children and Adults According to Image Quality, Emotion, and Sense of Presence, 26
VIRTUAL REALITY 55, 56.

274. Bailey & Bailenson, supra note 200, at 187.

275. Segovia & Bailenson, supra note 270, at 388.

276. Heidi Mitchell, Are Virtual Worlds Safe for Children?, WALL ST. J. (Feb. 26, 2022, 8:00
AM), https://www.wsj.com/articles/are-virtual-worlds-safe-for-children-11645880401
[https://perma.cc/SOM8-653Z] (hosting debate between researchers over virtual reality’s im-
pact on children’s social and emotional development).

277. Id.

278. Id.

279. Id.
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children ages six to ten to monitor their motor skills as they
played a flight control game using a VR headset.?® The study
was inspired by the observation that while adults show no dif-
ficulty in using torso movements to navigate obstacles in virtual
reality, children cannot leverage the same tactic because they
cannot disconnect head movements from torso movements.?!
The researchers found that VR visual input seemingly “over-
whelm[ed]” the children’s brains.®?2 VR “disrupt[s] the chil-
dren’s default coordination strategy, reweighting [sic] the vari-
ous sensory inputs...in favor of vision.”?® It caused them to
engage in the non-default coordination strategy of controlling
their limbs separately instead of together, impeding their devel-
opment.2**

Other physical harms of XR that may be exacerbated in chil-
dren include simulator sickness.?®> VR headsets are typically
calibrated for adult eyes so children, who tend to have smaller
distances between their pupils than adults,?¢ are disproportion-
ately affected by motion sickness and nausea, similarly to
women.?¥’

Researchers have also raised concerns about the exacerbated
psychological harms of XR on children.?® Perhaps the chief con-
cern is that of VR bullying. Cyberbullying on two-dimensional
social media platforms is well-documented.?®* Research has

280. Jenifer Miehlbradt, Luigi F. Cuturi, Silvia Zanchi, Monica Gori & Silvestro Micera, Im-
mersive Virtual Reality Interferes with Default Head—Trunk Coordination Strategies in Young Chil-
dren, 11 SCI. REPS., 2021, at 1, 2, 9.

281. Id.at5-7.

282. Immersive VR May Interfere With Your Children’s Coordination Strategies, TECH.
NETWORKS (OCT. 4, 2021), https://www .technologynetworks.com/informatics/news/immer-
sive-vr-may-interfere-with-young-childrens-coordination-strategies-354341 [perma.cc].

283. Id.

284. Seeid.

285. Qamar et al., supra note 44, at 12.

286. Turnbull & Phillips, supra note 184, at 6-7.

287. Kay Stanney, Cali Fidopiastis & Linda Foster, Virtual Reality Is Sexist: But It Does Not
Have to be, FRONTIERS ROBOTICS Al, Jan. 2020, at 1, 1.

288. See Mitchell, supra note 276.

289. One study estimated that approximately 46% of teens ages thirteen to seventeen in the
United States experienced cyberbullying, including offensive name-calling, false rumors,
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shown that XR bullying is also prevalent.? The Center for
Countering Digital Hate has found that all users—including
children—experience abusive behaviors in the virtual world
every seven minutes, on average.?’! Thus, children are exposed
to sexual harassment, instructions to repeat racist slurs or ex-
tremist phrases, and threats of violence.?> For example, in a vir-
tual courtroom, a young girl with a Black avatar was told by an
adult player, “you’re black, you're sentenced to death.”>® In a
different example, predators have used VR environments to
sexually groom children and assault them in real life.?* A thirty-
six year-old Louisiana man was arrested in Florida because he
had been secretly living in a fifteen-year-old girl’s bedroom for
over a month.?> He had met her two years prior on VRChat and
groomed the victim before traveling to meet her for sex.?¢ In
other cases, children have been coerced into ‘erotic role plays’
at virtual strip clubs and being sexually assaulted in VR.?”
Cyberbullying and other harmful behavior in virtual reality
affects children more profoundly than on traditional platforms

unsolicited explicit images, harassment, physical threats, and the sharing of explicit images
without their consent. EMILY A. VOGELS, TEENS AND CYBERBULLYING 2022 4 (2022).

290. Horizon Worlds Exposed, CTR. FOR COUNTERING DIG. HATE (Mar. 8, 2023), https://coun-
terhate.com/wp-content/uploads/2023/03/Horizon-Worlds-Exposed_CCDH_0323.pdf.

291. Sheera Frenkel & Kellen Browning, The Metaverse’s Dark Side: Here Come Harassment
and Assaults, N.Y. TIMES (Dec. 30, 2021), https://www.nytimes.com/2021/12/30/technol-
ogy/metaverse-harassment-assaults.html [https://perma.cc/P79W-4QNZ].

292. Horizon Worlds Exposed, supra note 290.

293. NYU Stern Report, supra note 215, at 14.

294. CATHERINE ALLEN & LIMINA IMMERSIVE, CHILD SAFEGUARDING AND IMMERSIVE
TECHNOLOGIES 21 (2023), https://learning.nspcc.org.uk/media/3341/child-safeguarding-immer-
sive-technologies.pdf.

295. Rachel Sharp, Louisiana Man, 36, Is Arrested When Florida Parents Discover He Has Been
Living in Their 15-Year-Old Daughter’s Closet for More Than a Month After He Met the Teen Online
Two Years Ago and Traveled to Meet Her for Sex, DAILY MAIL, https://www.dai-
lymail.co.uk/news/article-8789849/Louisiana-man-living-15-year-old-Florida-girls-closet-
MONTH.html [https://perma.cc/EDM9-3EQY] (Nov. 1, 2020, 10:49 AM).

296. Id.

297. Angus Crawford & Tony Smith, Metaverse App Allows Kids into Virtual Strip Clubs,
BBC (Feb. 23, 2022), https://www .bbc.com/news/technology-60415317
[https://perma.cc/DQ2N-AR67]; E] Dickson, Inside the Underground Strip-Club Scene on Kid-
Friendly Gaming Site Roblox, ROLLING STONE (Sept. 12, 2021), https://www.rol-
lingstone.com/culture/culture-features/roblox-virtual-strip-clubs-condo-games-sex-1197237/
[https://perma.cc/3EGF-4]6S].
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because children receive and absorb more contextual input to
remember the details of the incident.?”® As a result, the memory
of the behavior becomes more vivid.?

Mental health experts have also warned that social media in
XR has the potential to exacerbate well-documented mental ill-
nesses in adolescents, such as depression.3® This is both because
of VR’s immersive nature and because adolescents struggling
with insecurity can modify the likeness they present to other
users.* For instance, the American Psychological Association’s
Chief Science Officer Mitch Prinstein has stated that XR-based
social media is “creating more loneliness” and “far more body
image concerns [and] exposure to dangerous content that’s re-
lated to suicidality.”3% Due to the unique psychological charac-
teristics of youth, children may be disproportionately affected
by body dysmorphia issues.’®

298. Mitchell, supra note 276 (“[W]hen bullying happens in VR, more contextual details are
left in your mind . . . . That memory is a lot more vivid”).

299. Id.

300. See, e.g., U.S. SURGEON GEN.’S ADVISORY, SOCIAL MEDIA AND YOUTH MENTAL HEALTH
8 (2023) [hereinafter SURGEON GENERAL ADVISORY] (discussing the normalization of self-harm,
eating disorders, and body dysmorphia via social media); Matt Richtel, Catherine Pearson &
Michael Levenson, Surgeon General Warns that Social Media May Harm Children and Adolescents,
N.Y. TIMES (May 23, 2023), https://www.nytimes.com/2023/05/23/health/surgeon-general-so-
cial-media-mental-health.html [https://perma.cc/Q275-RBX3] (highlighting the scientific com-
munity’s difficulty gauging social media’s effects on mental health and that adolescence is a
particularly vulnerable time to be on social media); Deborah Richards, Patrina Caldwell &
Henry Go, Impact of Social Media on the Health of Children and Young People, 51 J. PAEDIATRICS &
CHILD HEALTH 1152, 1153 (2015), https://onlinelibrary.wiley.com/d0i/10.1111/jpc.13023
[https://perma.cc/Q275-RBX3] (highlighting a correlation between social media activity and
depression, but calling for more research before declaring a causal relationship); Kim I. Mills,
APA Chief Scientist Outlines Potential Harms, Benefits of Social Media for Kids, AM. PSYCH. ASS'N
(Feb. 14, 2023), https://www.apa.org/news/press/releases/2023/02/harms-benefits-social-me-
dia-kids [https://perma.cc/GG7E-FNXY] (emphasizing the importance of “[y]ouths’ biological
vulnerability to technology and social media,” during adolescence and the effect of exposure
to eating disorders and self-harm on adolescent brain development thanks to social media).

301. Tom Huddleston Jr., ‘This is Creating More Loneliness’: The Metaverse Could Be a Serious
Problem for Kids, Experts Say, CNBC (Jan. 31, 2022, 9:00 AM),
https://www.cnbc.com/2022/01/31/psychologists-metaverse-could-be-a-problem-for-kids-men-
tal-health.html [https://perma.cc/PG57-F7KA].

302. Id.

303. SURGEON GENERAL ADVISORY, supra note 300, at 8.
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I1I. REGULATORY OPTIONS

Governments around the world face several difficulties reg-
ulating XR technology and its attendant harms. The first diffi-
culty is defining these technologies, such as the “metaverse,”
more generally.3* A recent survey showed there are over thirty
definitions of the metaverse, and experts argue that govern-
ments may find it challenging to regulate something that is dif-
ficult to define.?® A second major difficulty is that, while im-
mersive platforms are borderless, regulation is jurisdictional.3%
Thus, XR users around the world have asymmetric legal protec-
tions.

In contrast to the strong data privacy laws that apply in Eu-
rope, some U.S. jurisdictions lack any data privacy legislation,
leaving their constituents under-protected.?” U.S. courts have
not yet opined on whether plaintiffs can invoke a court’s juris-
diction over perpetrators of harm in XR environments, espe-
cially if the defendants are abroad. Although some U.K. and Eu-
ropean courts are beginning to lay the foundation for
jurisdiction in the metaverse—an English court, for instance,
found that it had jurisdiction over a case involving NFTs in a
marketplace operated by an American company?®”® —existing in-
ternational agreements, like the Hague Convention, may need
to be updated to ensure cross-border cooperation. The follow-
ing sections present the existing legal framework and initiatives
that governments across the world are taking to regulate the
harms of XR technology.

304. See Abbas M. Al-Ghaili, Hairoladenan Kasim, Naif Mohammed Al-Hada, Zainuddin
Bin Hassan, Marini Othman, Jakir Hussain Tharik, Rafiziana Md. Kasmani & Ibraheem
Shayea, A Review of Metaverse’s Definitions, Architecture, Applications, Challenges, Issues, Solu-
tions, and Future Trends, 10 IEEE ACCESS, 125835, 125838-39 (2022).

305. Seeid. at 125838.

306. WORLD ECON. F., METAVERSE PRIVACY AND SAFETY, supra note 216, at 31. A counter-
point by Mark Lemley is that location is more physically tied in XR than on the internet, mak-
ing it potentially easier to regulate. See Lemley & Volokh, supra note 164, at 1076-77.

307. See NYU Stern Report, supra note 215, at 20 (urging adoption of federal data privacy
law).

308. Osbourne v. Persons Unknown & Dube [2023] EWHC 2974 (KB).
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A. U.S. Regulation

The regulatory landscape for XR technologies in the United
States is multifaceted, encompassing various levels and types of
regulation. The following subsections will explore federal reg-
ulations, which currently lack comprehensive XR-specific laws
but include sector-specific statutes that may impact XR indi-
rectly. The examination will then move to state regulations,
highlighting states with advanced privacy laws that may offer
some protection against XR-related harms. Additionally, the
discussion will cover content moderation efforts, with a focus
on child safety and the evolving legislative landscape aimed at
addressing harmful content in XR environments. The analysis
will also consider the applicability of existing tort laws to vir-
tual harms, including the challenges and potential avenues for
legal recourse.

1. Federal requlation

At the federal level in the United States, there appears to be
a growing appetite to regulate XR technology .3 Since the Infor-
mation Infrastructure and Technology Act of 1992, which
would have directed the National Institutes of Health to de-
velop “virtual reality technology for simulating operations and

309. Compare ORG. FOR ECON. CO-OPERATION & DEV., OECD GUIDELINES FOR
MULTINATIONAL ENTERPRISES ON RESPONSIBLE BUSINESS CONDUCT 31 (2011) [hereinafter THE
OECD GUIDELINES], https://www.oecd-ilibrary.org/finance-and-investment/oecd-guidelines-
for-multinational-enterprises-on-responsible-business-conduct_81f92357-en
[https://perma.cc/8VYH-VUGU] (discussing data privacy recommendations and directing
companies developing “new technologies,” like XR, to “anticipate . . . ethical, legal, labour, so-
cial and environmental challenges”), with UL.S. National Contact Point for the OCED Guidelines
for Multinational Enterprises, U.S. DEP'T OF STATE, https://www.state.gov/u-s-national-contact-
point-for-the-oecd-guidelines-for-multinational-enterprises/ [https://perma.cc/42KR-MMPT]
(last visited Nov. 3, 2024) (establishing a compliance office for these guidelines in the US), and
Makenzie Holland, Federal Regulatory Efforts Could Affect VR, Metaverse, TECHTARGET (Feb. 8,
2022), https://www.techtarget.com/searchcio/news/252513126/Federal-regulatory-efforts-
could-affect-VR-metaverse [https://perma.cc/WAIW-HZGS] (noting politicians’ various re-
marks about regulating VR and explaining how data privacy regulations will also act as VR
regulations).
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other medical procedures,”?"° legislators have introduced more
than sixty congressional bills containing a reference to the terms
“virtual reality,” “augmented reality,” or “mixed reality.”3!! At
least nineteen of these were introduced in the past two years
alone’"

The Congressional Research Service published a report in
August 2022 educating policymakers about the challenges of
regulating XR.3”* The Government Accountability Office plans
to release a report in mid-2024 on the adoption of XR in the fed-
eral government.3'* Representatives have formed a Congres-
sional Caucus on Virtual, Augmented, and Mixed Reality Tech-
nologies—the “Reality Caucus” —to promote the advancement
of virtual reality, augmented reality, and mixed reality to mem-
bers of Congress and their staff.3®

Despite these developments, there are currently no U.S.
laws, regulations, or official policies that specifically regulate
virtual immersive worlds.®® The United States has no

310. Information Infrastructure and Technology Act, S. 2937, 102nd Cong. § 6(3) (1992)
(unenacted).

311. LING ZHU, CONG. RSCH. SERV., R47224, THE METAVERSE: CONCEPTS AND ISSUES FOR
CONGRESS 1 n.9 (2022).

312. Id.

313. See generally id. at 18-24 (explaining the difficulties in regulating the still emerging
concept of the Metaverse).

314. Derek Robertson, The Metaverse Wonks Unite, POLITICO (Sept. 14, 2023),
https://www.politico.com/newsletters/digital-future-daily/2023/09/14/the-metaverse-wonks-
unite-00116056 [https://perma.cc/S93H-XNU4]; Government Accountability Office (GAO) to
Study XR’s Adoption Across Federal Agencies, XR ASS'N, https://xra.org/government-accountabil-
ity-office-gao-to-study-xrs-adoption-across-federal-agencies/ [https://perma.cc/WVA2-TX2V]
(last visited Nov. 3, 2024).

315. Press Release, Suzan DelBene, Representative, Congresswoman Suzan DelBene, Reps
DelBene, Clarke, Flores, Issa and Lieu Form Reality Caucus (May 3, 2017),
https://delbene.house.gov/news/documentsingle.aspx?DocumentID=1953
[https://perma.cc/6WAN-JY4]]. The caucus seems to focus mostly on incentivizing the devel-
opment of XR technology rather than regulating it. Derek Robertson, Who Writes the Rules for
the Metaverse?, POLITICO (Apr. 6, 2022, 5:01 PM), https://www.politico.com/newsletters/digital-
future-daily/2022/04/06/whos-writing-the-rules-for-americas-metaverse-00023489
[https://perma.cc/P5TP-FAZW] (“The caucus, then, is largely concerned with boosting
hometown industries, a tried-and-true legislative tradition. When it comes to regulatory over-
sight, however, there’s a case that industry might have already left Washington in the dust.”).

316. Virtual Presence, U.S. GEN. SERVS. ADMIN., https://tech.gsa.gov/emergent-technol-
ogy/virtual-presence/ [https://perma.cc/84WQ-47SL] (last visited Nov. 3, 2024).
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comprehensive federal privacy legislation, and no other legisla-
tion that addresses the unique harms of invasive data collection
by XR headsets—only a patchwork of sector-specific regula-
tions that raise uncertainty about their applicability to XR tech-
nologies.*”” From a content moderation perspective, the govern-
ment’s efforts have primarily focused on child safety.’'® Federal
computer crime laws appear to provide little recourse for the
most visceral harms in virtual worlds, like sexual harassment,
sexual abuse, and bullying.*"® Although the Food and Drug Ad-
ministration’s clearance regime for medical XR devices is one
example of successful regulation, it is also emblematic of the
lack of a unified, general federal approach to XR regulation in
the United States.® The following subsections describe these is-
sues in greater detail.

317. See NYU Stern Report, supra note 215, at 20.

318. See Makena Kelly, Congress Is Flooded with Bills for Childproofing the Internet, T~V
(May 5, 2023, 10:56 AM), https://www.theverge.com/2023/5/5/23712443/kosa-earn-it-coppa-
child-privacy-data-tiktok-blackburn-blumenthal [https://perma.cc/F7Y9-UGUT]. After re-
cently passing the Senate in a bundle bill with COPPA 2.0, also discussed later in this article,
KOSA has hit significant opposition from House Republicans over free-speech concerns that
leaves its chance of passing grim. Press Release, U.S. Senate Committee on Commerce, Sci-
ence, & Transportation, Senate Overwhelmingly Passes Children’s Online Privacy Legislation
(July 30, 2024), https://www.commerce.senate.gov/2024/7/senate-overwhelmingly-passes-chil-
dren-s-online-privacy-legislation [https://perma.cc/WL52-DFFT]; Emily Brooks, Kids Online
Safety Bill that Had Broad Senate Support Hits Roadblock in House, T H  (Aug. 14, 2024),
https://thehill.com/homenews/house/4826544-kids-online-safety-bill-kosa-house-roadblock/
[https://perma.cc/CZA6-2THS5].

319. See Stanford Cyber Pol’y Ctr., Panel 1 Constitutional Law, and Criminal Law, Y T
(Jan. 28, 2023) [hereinafter Stanford Cyber Pol’y Ctr., Constitutional Law, and Criminal Law],
https://youtu.be/watch?v=40]J-Acy]pio [https://perma.cc/BVX9-D5T9].

320. Medical Devices; Physical Medicine Devices; Classification of the Virtual Reality Be-
havioral Therapy Device for Pain Relief, 88 Fed. Reg. 983-85 (effective Jan. 6, 2023) (to be codi-
fied at 21 C.E.R. 890.5800); U.S.F &D A . E S P
E A C M tA R \% R
M D 17-19 (2022) (describing the FDA’s combination of pre- and post-market
factor consideration in approving XR products); Augmented Reality and Virtual Reality in Medi-
cal Devices, U.S. F &D A . [hereinafter FDA, Augmented Reality and Virtual Reality
Medical Devices], https://www.fda.gov/medical-devices/digital-health-center-excellence/aug-
mented-reality-and-virtual-reality-medical-devices#list [https://perma.cc/E5ZF-8WZT] (Sept.
6, 2024).
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