FERPA Fundamentals Ill: Releasing Records
Without Consent

1. Introduction

1.1 5CIl Welcome & Legal disclaimer

Notes:
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1.2 FERPA Fundmentals II:

FERPA Fundmentals I:
Releasing Records without Consent

Melissa M. Carleton, Esq.
Bricker & Eckler LLP

May 2021

Notes:

Hello and welcome to the second presentation in a series covering FERPA Fundamentals.

If you haven't listened to the first session, | suggest that you go do so before you start this
session. That session covers what FERPA protects, and it introduces our hapless
hypothetical power-pop duo, Melody and Harmony, who will also make an appearance in
this session.

During this session, we'll talk about when you can release records under FERPA, even if you
don't have the student’s consent to do so.
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1.3 Melissa M. Carleton

Melissa M. Carleton

Partner, Bricker & Eckler LLP
Higher Ed Team Co-Leader

= General counsel to higher

education institutions

= Based in the Columbus, Ohio office
+  #FERPAGeek

mcarleton@bricker.com

Twitter: @MCarletonOhio

Notes:

I am your host for this series. My name is Melissa Carleton, and | am an attorney with the
Higher Ed team at Bricker & Eckler LLP. | am also an avowed FERPA geek. | get excited
when new cases come out. Every new case is a piece of the FERPA puzzle. | hope by the
end of this series, you find yourself excited for new cases too, and then we can geek out
together.

1.4 Learning Objectives

Learning Objectives

hat does “consent” mean under FERPA?

E What is “disclosure”?

B When can you release records without consent?

Just because you can, doesn’t mean you should!
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Notes:

Today we'll talk through the concept of consent under FERPA. It's narrower than you might
think, so it's important to get it right. Next, we'll talk about what the FERPA regulations
consider to be a disclosure of records under FERPA, which is broader than you might think.
We'll also talk about when you can release records without the student’s consent. And
finally, we'll talk through some of the factors you should consider when deciding whether
to release a record without the student’s consent, and sometimes even over the student’s
objection.

1.5 What is Consent?

I What is Consent?

« Consent must be in writing, signed, and
dated.
« The written consent must include:
« The records that may be disclosed,
* The purpose of the disclosure; and
« The identity of the party or class of
parties to whom the disclosure may be
made.

See 34 C.F.R. 99.30(b).

Notes:

| have to tell you that usually when I'm presenting on the definition of consent, I'm in a Title
IX workshop. If you work with that definition too, you'll get a kick out of how different the
definitions are.

Under FERPA, consent to release records must be in writing, it must be signed, and it must
be dated. This is non-negotiable. So, if a student shows up to your office with a parent in
tow for a meeting, you need written consent to talk to the student about anything in their
education record. Let's say you're a conduct officer. The consent might say something like,
“I, Melody Popstar, give consent for the conduct officer to share information from student
conduct records with my mother, Mommy Dearest, for purposes of assisting me in the
conduct process. Signed Melody Popstar, May 5, 2021.”

OK, a couple things about that consent. First, | didn’t say it was on a form. FERPA doesn't
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require that someone uses a particular form. Your institution might like forms to be used,
and it certainly makes things easier for your Registrar, but it isn't strictly required by the
regulations. Second, Dad wasn't listed on that form. If Melody had given consent to talk to
“my parents,” you could talk to Mom or Dad. But here, she limited it to her Mom. So, if
Mom calls you tomorrow and Dad is on the line, you're going to need another consent form
to talk to Dad. Third, Melody can do this by email if she wants, as long as the email
indicates that she approves of the information in the electronic consent, and she sends it
through a system that allows you to verify her identity. So, if she sends it from
“Melody.Popstar@CoronaCollege.edu,” that's probably something you can authenticate. If
it's from an email address through a generally-available provider, you might have a more
difficult time meeting that authentication requirement.

If you're thinking that Melody is a tax dependent of her parents, don’t worry, we'll get to
that later.

Last but not least, | did not say anything about this not applying if the release is to a
student’s attorney. Last | checked, they are still a third party and you'll still need a FERPA
release for them. Attorneys that work in this field will usually provide them right away.
Attorneys that don't will sometimes argue with you about whether you need it. The FERPA
conversation will tell you a lot about the attorney you're working with.

1.6 What is Disclosure?

I What is Disclosure?

« Disclosure means to permit access to or
the release, transfer, or other
communication of personally identifiable
information contained in education
records by any means, including oral,
written, or electronic means, to any party
except the party identified as the party
that provided or created the record.

 See 34 C.F.R. 99.3.

Notes:

So we know from the first session that there are restrictions on disclosing education
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records without consent of the student, but what does it mean to disclose? This is a very
broad definition. If you release the personally identifiable information contained in an
education record by any means, it's a disclosure. So, if you provide a copy of the records to
Mom, it's a disclosure. If you sit in a meeting with Mom and talk to her about the
underlying incident that has landed Melody in your office - and you weren't there to
witness it yourself - that's a disclosure. If you post a snippet of gossip about the underlying
incident on a celebrity gossip website, that's a disclosure. Basically, you can picture
yourself in a cone of silence and nothing you say can leave that cone.

You might say, hold on, what's this bit at the end here about disclosure back to the party
that provided or created the record? Ah, this one is clever. Under FERPA, you can disclose
information from a record back to whomever created it, and that is not considered a
disclosure. The main reason for this is to avoid fraud. Melody provides you with a doctor’s
note that looks a little suspect? You can call the doctor up to verify its accuracy. You can
even send the doctor a copy to verify its accuracy. You don't have to run any analysis as to
whether that is a prohibited disclosure under FERPA because it's not even a disclosure.

Remember this the next time you get a record that looks a little fishy.
1.7 Disclosing without Consent

I Disclosing without Consent

 FERPA regs spell out a number of
situations in which you can release
records without consent of the student.

« Many of these are optional, so just
because you can release something,
doesn't mean you should. We'll talk about
that more at the end of the presentation.

Notes:

The FERPA regulation that deals with permissible disclosures without consent of the
student is 34 CFR 99.31. If you're following along with the regulations because I've started
to turn you into a FERPA geek, know that I'm going to take things a little out of order for the
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sake of our hypothetical, which we'll talk about in a minute.

As we talk through these, keep the following in mind: just because you can release
something, doesn’t mean that you should.

2. Meet Melody & Harmony

2.1 Melody and Harmony

I Melody and Harmony

« Roommates and world-famous pop stars

* They got drunk in their room

« Melody took a swing at a campus guard
but accidentally punched Harmony in the
nose

« Harmony took a swing at a campus police
officer and was arrested

Notes:

Let's meet our two friends for our hypo. Melody and Harmony are first year students and
roommates. They are world-famous pop stars, the type that my eight year old daughter
swoons over. Their world tour was canceled recently and they have been bummed, so they
enrolled in your College and your security staff is getting used to chasing paparazzi off the
quad.

One night, the girls get drunk in their room. Melody is 17 and Harmony is 18, so they are
both underage. When a guard busts them on rounds, Melody gets mad at the guard and
takes a swing at him, but accidentally nails Harmony in the nose. Campus police are called
and Harmony, who is quite inebriated, takes a swing at a campus police officer and is
arrested. Harmony is out on bail, both students are in trouble with your conduct system
for everything from drinking to assault, and the press is extremely interested in the entire
situation.
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Both girls have hired lawyers, but it looks like the target is going to be Corona College,
where you work - even though you're not entirely sure that anyone has done anything
wrong here other than the two students. Now you have a serious of records requests from
lawyers, the media, and the girls’ parents, so we'll work through all those together.

2.2 Request #1: Melody’s Parents

I Request #1: Melody's Parents

* Requestors: Melody's Mom and Dad

* Request: Student conduct incident report
form

* Melody has not provided any consent for
this.

Do they get to see the record?

Notes:

Our first request comes from Melody's parents, and in this scenario, we're going to take
back the consent that Melody previously provided, so there is no consent here. Her
parents want to see a copy of the student conduct incident report form, presumably so
they can help their daughter navigate the student conduct system. Do they get to see the
record?

The answer is that they might. The FERPA regulations allow us to release student
information without consent where it is to the parents of a tax dependent student. So, if
you got this request, you'd probably want to verify - perhaps through a tax transcript - that
Melody is a dependent listed on her parents’ most current tax return. If that's the case, you
could release the requested records.

Some institutions use this exception routinely, and some institutions consider it antithetical
to their mission to use this exception. I've seen strong feelings on both sides. Whichever
your institution chooses, | would strongly suggest that you make it clear to your students
and their parents from the start, perhaps through your FERPA policy if you have one, or
your Annual Notice that you must provide students with each year. If we're trying to make
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sure to preserve the trust our students have with us, that helps them understand the rules
about when their parents might get pulled into something, even if they don't want them to
be.

You'll note that | said you COULD release the records. FERPA doesn't require you to release
under these conditions. Just because you can, doesn't mean you always should. In a
situation like this, where there are lawyers and the media involved, you'll probably want to
talk with counsel to figure out whether you want to release without consent. Remember,
you can always go to Melody first and ask for consent. If she gives it, then everyone is

happy.

One final note. If you'll recall from our hypothetical, Melody is only 17. Does that mean we
have to turn over the records since she’s still a minor? Not under FERPA. Once she hits
college, regardless of how old she is, she's the one who gets to decide whether to give
consent to release her records, and her parents no longer hold federal rights to inspect
and review those records.

2.3 Request #2: Your Boss

I Request #2: Your Boss

* Requestor: The Grand Poobah of Student
Conduct

* Request: Student conduct incident report
form

« Neither student has provided any consent
for this.

Do they get to see the record?

Notes:

Our second request comes from your boss, the Grand Poobah of Student Conduct. | don't
know who you just pictured when | said that, but | would love to know. Anyway, they are
getting ready to go into a meeting with the President and General Counsel to deal with this
case. Do they get the record?
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| typically like to remain employed by keeping my boss happy, and | bet you do too, so you'll
be glad to know that the answer is YES. The most common reason that records are
disclosed without the consent of a student is because they are being disclosed to other
school officials that have a legitimate educational interest in the information. Here, the
boss is going to a meeting about the incident and wants to make sure that Corona College
is responding in a way that is accurate. More power to them.

What if your University has hired an outside public relations person to assist with this case?
They can see the record too. Under the FERPA regulations, a contractor, consultant,
volunteer, or other party to whom your institution has outsourced institutional services or
functions can be considered a school official for purposes of disclosure if they perform an
institutional service or function for which your institution would otherwise use employees,
if they are under the direct control of your institution with respect to the use and
maintenance of education records, and if they are subject to redisclosure restrictions that
you would hold them to by contract. So, if you're the one who writes things like volunteer
forms, or contracts with outside vendors, your FERPA language is going to be important if
you want them to be able to get personally identifiable information about a student.

How broad is a legitimate educational interest, you might ask? Your policy should spell this
out, but generally | like to think of it as the person needs the information to do whatever it
is they do for the institution. Your boss needs it for a meeting. The PR consultant needs it
to make sure press releases are accurate. The accounting guy down the hall needs it to...
well, he actually doesn't need it. So if you're hanging out at the water cooler with him
talking about the case, knock it off. It's important to vent, but do it in your own
department, where your peers can provide you with support and mentorship. If it's gossip,
it doesn't qualify as a permissible disclosure.
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3. More Requests

3.1 Request #3: The Media

I Request #3: The Media

« Requestor: Mr. Reporter

* Request: Information regarding whether
Melody and Harmony are still enrolled in
your institution.

* Neither student has provided any consent
for this.

Do they get to see the record?

Notes:

Our third request comes from Mr. Reporter, and his request is a simple one. He wants to
know if Melody and Harmony are still in attendance at your institution. Can you disclose
this information to Mr. Reporter?

The answer is probably. The dates of a student’s attendance at your institution is typically
considered directory information. The FERPA regulations permit you to disclose directory
information without consent of the student. But in order to answer that question, you
need to look at the definition of directory information that is found in the annual notice
that your institution sends to students each year.

What annual notice you ask? OK, time to google your website a bit. It's usually in the
student handbook or the academic catalogue. Schools can decide what they count as
directory information, but many schools use the list that's in the regulations. The
regulations define directory information to include the student's name, address, telephone
listing, e-mail address, photograph, date and place of birth, major field of study, grade
level, enrollment status (which means undergraduate or graduate, full-time or part-time),
dates of attendance, participation in officially recognized activities and sports, weight and
height of members of athletic teams, degrees, honors, and awards received, and the most
recent educational agency or institution attended. So, if you've never checked out the
definition of directory information in your annual notice, you should check it out.
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However you define directory information at your institution, you can't define it to include
social security numbers. There are also restrictions about releasing student ID numbers if
you can use that number to directly access a student’s education records without some
other password.

So back to Mr. Reporter - if your directory information says you can release it, do you?
Again, just because you can, doesn't mean you should, so we'll get to that in a bit.

3.2 Request #4: The City Police

I Request #4: The City Police

* Requestor: Detective Copper

* Request: Student conduct incident report
form

« Neither student has provided any consent
for this.

Do they get to see the record?

Notes:

Our fourth request comes from Detective Copper, a friendly officer down at the local
precinct. It turns out that the campus police have decided not to handle this case, so it has
been sent to the Corona City Police Department for further investigation. They would like a
copy of the student conduct incident report form. Can you give it to them?

The answer is no. We don't have consent, and none of the exceptions allow you to just
hand over your records to a police. But wait, there’s more. Detective Copper has shown up
on your doorstep with a subpoena for the information. Now can you hand it over?

Almost, but not quite yet. | am a big fan of not getting arrested for obstructing justice, but
let's look at the FERPA regulations. You are allowed to disclose records without consent to
comply with a judicial order or lawfully issued subpoena, and your local laws probably
REQUIRE you to do so. However, you have a process to follow in the regulations. You may
disclose information in response to a subpoena only if you make a reasonable effort to
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notify the student of the order or subpoena before you comply, so that they can seek
protective action from a court to prevent disclosure.

There are some exceptions to this. If the subpoena is from the prosecutor’s office and
includes something like, “You are ordered not to disclose the existence or contents of this
subpoena to the student,” then you don't have to notify the student. In fact, you'd better
not, or you're going to be in trouble with your prosecutor. This language has to truly be an
order, though. If the subpoena says, “We ask that you please do not disclose the existence
or contents of this subpoena to the student,” that's when you contact your legal counsel
and let them consult with the prosecutor to help them understand the requirements of
FERPA so that you don't get crosswise with them.

This is a situation where we likely don't get to choose whether we comply. Itis what it is.
3.3 Request #5: Paramedics

I Request #5: Paramedics

* Requestor: Ms. Healthy

* Request: Harmony's emergency
information filed on enrollment

« Harmony has not provided any consent for
this.

Do they get to see the record?

Notes:

Our fifth request comes from a paramedic, who is in Melody and Harmony’s room on a 911
call. Harmony has become non-responsive, and they are getting ready to transport her to
the hospital. Harmony wasn't drinking, so they are working quickly to try to figure out
what's wrong. As they bundle her up on the gurney, the paramedic asks whether Harmony
has disclosed any allergies to the institution that might explain her current state. You know
it's entirely possible that Harmony included this on some of her admissions paperwork,
which is in your student information database, which is on your phone. Harmony is still
lying there unconscious. Do you pull up the information and tell it to the paramedics?
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Of course you do. Forget FERPA exceptions for a moment. If confidentiality underlies the
trust between your institution and your students, don't you think that this situation is even
more fundamental to that trust? Of course. | have a philosophy that no one dies on my
watch, and so far that has served me well as a lawyer and a parent.

But back to FERPA. You are permitted to disclose personally identifiable information from
student records without consent of the student when the disclosure is in connection with a
health or safety emergency. Here, Harmony's unconscious and they don’'t know why. Heck,
if the paramedic is trying to figure out the situation and turns to you and said, “Do you
know if Harmony has ever had any alcohol,” you could even say yes to that question - even
though it confirms some of the recent gossip and indicates probably disciplinary issues.

This is an obvious situation. There are medical personnel involved, and a 911 call, and it's
not hard to figure out this is going to qualify as a health and safety emergency. But my
experience with campuses suggests that employees aren't always familiar with the
boundaries of this rule. In order to qualify for the health and safety emergency exception,
the disclosure has to be necessary to protect the health or safety of the student or other
individuals. When this regulation was issued, the U.S. Department of Education
commented that this exception was to keep persons from harm or injury, and it has to be
related to the threat of an actual, impending, or imminent emergency, such as a terrorist
attack, a natural disaster, a campus shooting, or the outbreak of an epidemic such as e-coli.
The Department said that an emergency could also be a situation in which a student gives
sufficient, cumulative warning signs that lead your institution to believe the student may
harm themselves or others at any moment. The Department further clarified that it does
not mean that you can make disclosures when there is a threat of a possible or eventual
emergency for which the likelihood of occurrence is unknown, such as would be addressed
in emergency preparedness activities. The Department is really looking for articulable and
significant threats to the health or safety of a student or other individuals before this
disclosure is permitted.

This means that this is not the free-for-all exception that allows your institution to call a
student’s parents whenever there are concerns about the student’s health. It really does
need to be a higher threshold than that. If you want that much freedom to call parents,
you should probably be using your tax dependent exception that we talked about earlier.
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3.4 Request #6: Big State U.

I Request #6: Big State U.

* Requestor: Admissions Officer

« Request: Melody's transcript.

* Melody has not provided any consent for
this.

Do they get to see the record?

Notes:

Our sixth request comes from your local rival, Big State U. Apparently, Melody has applied
for admissions there, so the admissions office is looking to get a copy of her transcript and
disciplinary information, since Melody marked on her application that she had a case
pending. Can you release this information?

The answer depends on what that annual notice says. The FERPA regulations do allow you
to disclose records to officials of another institution where the student seeks or intends to
enroll, or whether the student is already enrolled, so long as the disclosure is for purposes
related to the student’s enrollment or transfer. However, you can only do this without
consent if you notify students in your annual FERPA notice that you will be doing this.
Otherwise, you would have to get Melody’s written consent for this transfer. Note that if
you do disclose records to Big State U under this provision, if Melody asks for a copy of
whatever was given to Big State U, you would have to provide her with a copy of those
records. Yes, an actual copy.

This is definitely a moment to remember that just because you can, doesn’'t mean you
should. There are lot of situations, particularly when there are threats of litigation, when
you may want the student to know in advance what you're going to disclose. In other
words, it never hurts to check in with the student before you disclose if you think that the
disclosure may be unexpected.
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4. Conclusion

4.1 Request #7: Student Newspaper

I Request #7: Student Newspaper

« Requestor: Corona College News

* Request: Disciplinary outcomes of
assault charges.

* Neither student has provided any consent
for this.

Do they get to see the record?

Notes:

Our seventh request comes from your own student newspaper - which by the way is not
considered a school official with a legitimate educational interest, even if they might want
to be. Anyway, they have heard through the grapevine that Melody and Harmony have had
their underage drinking and assault cases adjudicated. In this case, it happens to be
accurate. Both students were found responsible for policy violations and were suspended
for the remainder of the semester. So can you tell that to the student newspaper?

The answer is yes, you could. Under the FERPA regulations, you can disclose the final
results of the disciplinary proceeding if the student is an alleged perpetrator of a crime of
violence or a non-forcible sex offense, and with respect to the allegation made against him
or her, and the student is found to be responsible for a policy violation.

Whether you should do so is a separate question. Note that there is another regulation
that would allow you to disclose the final result of the assault proceedings to the victim of
the assault, regardless of how it came out. So, if Harmony wanted to know about Melody's
outcome for punching her in the nose, you could tell her that, and if the police officer that
Harmony punched wanted to know the outcome, you could tell her that too - regardless of
whether they were found to be responsible.
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4.2 Request #8: Harmony'’s Parents

I Request #8: Harmony's Parents

* Requestor: Mom and Dad

* Request: Disciplinary outcome of
underage drinking conduct case.

« Harmony has not provided any consent for
this.

Do they get to see the record?

Notes:

Our eighth request comes from Harmony's parents. They want to see the final outcome
letter from Harmony's underage drinking conduct case, which you know did not go well for
her. Can you disclose the outcome?

FERPA says yes. If there is a student who is found responsible for a policy violation
involving the use or possession of alcohol or a controlled substance, you can notify their
parents if the student is under the age of 21 at the time of that disclosure. In this case,
Harmony is 18, and she was found responsible for underage drinking, so you can make this
disclosure.

| have talked to student conduct officers about this provision many times. Some believe in

contacting parents under these circumstances, and some don't. | find the cultural
differences on this point to be fascinating.
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4.3 Request #9: Redaction

I Request #9: Redaction

* Requestor: Gossip Magazine

* Request: All records of Melody and
Harmony - “but redacted is fine.”

« Neither student has provided any consent
for this.

Do they get to see the record?

Notes:

Our final request comes from a Gossip Magazine. They want complete copies of everything
you have on Melody and Harmony, but they have indicated that you should feel free to
redact their names because of FERPA. How generous of them. If you can redact the
records to the point of de-identification, can you release the records?

Yes - but in this case, there is so much out there in the ether that everyone is going to
know who the records are about, so you probably can't release. Let's talk this through.

Your institution may release student records without consent after the removal of all
personally identifiable information as long as your institution has made a reasonable
determination that a student’s identity is not personally identifiable, whether through
single or multiple releases, and taking into account other reasonably available information.
You may remember that we talked a little about this in the first session, because if you can
complete de-identify a record to the point that it's not personally identifiable anymore, it
might not even qualify as an education record.

The problem here is that the police report is already out in the media. You'd have to redact
the name of the hall, the dates, the names of the students, any details that match what is
out their publicly... What's going to be left? Try it as an exercise and find out. If you're a

private entity, why would you do this? | would just tell them to go pound salt, right?

But that is what leads us into our next topic.
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4.4 CanlZShould/Shouldn’t2MUST?

I Can->Should/Shouldn't=>MUST?

« Just because you can, doesn’'t mean you
should.

» If you are a public institution and FERPA
says you can release without the student'’s
consent, consider whether your public
records law requires you to release
without consent.

Notes:

| have said it several times throughout this session and | will say it again: just because you
can release records without student consent doesn't mean you should. This is the time to
think through what the ramifications are for doing so. Remember that it is always easiest
to ask for consent and get it, because then you know you are covered. You'll want to weigh
that choice carefully.

But if you're a public institution, you may not always have that choice. Public records laws
may require you to release records if they aren't protected from release by another law,
such as FERPA. So if FERPA allows you to release it, the public records law may require you
to release it. In those situations, | find it is best to make sure you have a robust annual
notice that communicates clearly with students about what will be released so that they
are at least theoretically on notice of it, even if they don't actually take the time to read it
and think it through.

Published by Articulate® Storyline www.articulate.com



4.5 Final Exceptions

I Final Exceptions

« Accreditation

* Audits

 Governmental oversight

« Part of the financial aid process

« Sex offender registration information

Notes:

Our last slide today is a clean-up slide of things that didn't happen to Melody or Harmony.
In other situations, you can release records without consent. This typically occurs when
some oversight agency, such as an accreditor or governmental agency, needs to come in
and review your records. For example, if the U.S. Department of Education’s Office for Civil
Rights opens a complaint against your institution and wants to see records, FERPA typically
allows them to do that. That shouldn't be a surprise, as they wrote the regulations! You
can also disclose information in connection with financial aid determinations, and where
your institution has to disclose certain sex offender information under federal law.

If you're looking for your exceptions, you're going to want to pull out 34 C.F.R. 99.31 and
run down the list to see if anything applies, and that will help you to stay compliant with

FERPA.

Thank you for joining me for today’s session, and | look forward to sharing more FERPA
with you soon!

5. Exit Questions

5.1 Attest

(True/False, 100 points, 1 attempt permitted)
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§SUNYsc

Submit

Correct Choice
X True
Notes:
5.2 Results Slide

(Results Slide, 0 points, 1 attempt permitted)
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#SUNYSC

Continue

Results for

5.1 Attest

Result slide properties Passing Score

80%
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Success (Slide Layer)

fisunysc

Continue

Failure (Slide Layer)

§isUNY s

Continue
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5.3 End Course

§SUNY sCI

End Course
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