FERPA Fundamentals Part I: What Does
FERPA Protect?

1. Introduction

1.1 5CIl Welcome & Legal disclaimer

Notes:
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1.2 FERPA Fundmentals:

FERPA Fundmentals:
What Does FERPA Protect?

Melissa M. Carleton, Esq.
Bricker & Eckler LLP

May 2021

Notes:

Hello and welcome to the first presentation in a series covering FERPA Fundamentals.

I'm not going to lie. This is an incredibly boring and legalistic topic, and yet it is one of my
absolute favorite topics to teach. Hopefully as we go through it today, you'll see why.

During this session, we'll talk about what FERPA is, and what it protects. Specifically, this

presentation will focus on what is, and is not, an education record subject to FERPA's
protections.
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1.3 Melissa M. Carleton

Melissa M. Carleton

Partner, Bricker & Eckler LLP
Higher Ed Team Co-Leader

-« General counsel to higher
education institutions

= Based in the Columbus, Ohio office

- #FERPAGeek

mcarleton@bricker.com

Twitter: @MCarletonOhio

Notes:

I'll be your host for this series. My name is Melissa Carleton, and | am an attorney with the
Higher Ed team at Bricker & Eckler LLP. | am also an avowed FERPA geek. | get excited
when new cases come out. Every new case is a piece of the FERPA puzzle. | hope by the
end of this series, you find yourself excited for new cases too, and then we can geek out

together.

1.4 Learning Objectives

Learning Objectives

hat is FERPA and why do we care?

B What does it protect?
B What is an “education record™?

What isn’t an “education record”?
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Notes:

Today we'll talk through an overview of FERPA and the protections it offers to our students.
We'll also discuss the definition of “education record,” and we'll sort through some things
that are and are not education records. That distinction is important, because FERPA for
the most part only deals with education records and the personally identifiable information
that is contained within the records. Today we'll also meet Melody and Harmony, two
fictional students that will bring up some records requests for us to consider.

2. FERPA

2.1 What is FERPA?

I What is FERPA?

» FERPA stands for the “Family
Educational Rights and Privacy Act”

« It was first passed in 1974 and is
sometimes called the “Buckley
Amendment”

* |t is codified at 20 U.S.C. 1232g

* The regulations can be found at 34
C.F.R. Part 99

Notes:

FERPA stands for the Family Educational Rights and Privacy Act, and it was passed in 1974.
To set the stage for you, this law was proposed in the heart of the Watergate scandal,
during a time when ordinary citizens suspected that bureaucracies might be conspiring
against them. Sound familiar? Anyway, students were finding out that schools were
recording all sorts of information about them, such as commentary about their sexual
orientation or their political persuasions, and this didn't feel right. As a type A personality
even as an elementary schooler, | spent a lot of time growing up worried about what was in
my permanent record. It turns out, my panicking that everything | did was somehow
recorded for eternity was actually a real concern, at least before 1974. Before FERPA, that
permanent record might have been pretty wild and inappropriate by today's standards.

Published by Articulate® Storyline www.articulate.com



Then, Senator James L. Buckley of New York came along and proposed FERPA as part of the
Education Amendments of 1974. It ended up being the first major bill signed by President
Ford after President Nixon stepped down. It was the first federal attempt at protecting the
privacy of students, and it applied from K-12 all the way through college. It was also not a
very good attempt, because the amendment was pushed through so quickly that they
didn’t have time to consult with stakeholders about how the broad language might affect
the many practices and procedures that were in use by schools and colleges at the time.
So, almost as soon as it was signed, it was amended, and it's been amended a few times
since as the world changes. You can find the law at 20 U.S.C. 1232g.

The U.S. Department of Education has issued a number of FERPA regulations that are some
of the most helpful regulations you'll ever read. They are in the form of questions and
answers and very navigable, so if complying with FERPA is a major part of your job duties,
you might thumb through them at some point. The regulations can be found at 34 C.F.R.
Part 99.

2.2 Why do we care?

I Why do we care?

» FERPA is the codification of the trust
that our students have in us

* It underlies everything we do as an
institution

« Failure to comply isn't just a legal issue.
It's a relationship issue.

Notes:

So FERPA is a federal law, and you know that your institution is expected to comply. That
makes it important, right? Better yet, your institution probably has a policy that requires
YOU to comply in your capacity as an employee, and | bet you don’t want to get fired for
noncompliance. But aside from that, why do we care so much about FERPA? Why do | get
so excited about it?
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It's because FERPA underlies everything you do at your institution. It is fundamental to
your mission, even if no one articulates it as part of your official mission statement.
Students can come to your campus, and learn, and take risks, and make mistakes, and they
know that your institution will keep that information private according to the law and its
policies. Even though no student would ever phrase it this way, FERPA makes them feel
safe. And if you remember back to Maslow’s Hierarchy of Needs pyramid, safety is one of
those basic needs that is going to underpin their ability to succeed at everything else.

So, we're going to talk about FERPA as both a legal issue and a relationship issue. The legal
issues are the trees, and the relationship issue is the forest. Never miss the FERPA forest
for the trees.

2.3 What does FERPA protect?

What does FERPA protect?

 Education Records!
» FERPA says that you can't disclose education records, or
the personally identifiable information therein, without
either:
+ Consent of the eligible student, or
» An exception that allows for disclosure without
consent.
» FERPA allows gives certain rights to the eligible student:
+ The right to inspect and review their education
records
+ The right to request amendment of education records
+ The right to file a complaint against your institution
for violations of FERPA

Notes:

So what does FERPA do? Well, there are four big things.

First, FERPA protects the privacy of education records and the personally identifiable
information in those records. There are specific definitions for education records and
personally identifiable information, and we'll get to that in a second. For now, you just
need to know that we're protecting student records and we can't disclose them without
either consent of the eligible student, or without an exception that allows for disclosure
without consent.
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We'll talk a bit more about consent and the exceptions to consent in the next part of the
series. Note that an “eligible student” is a student that has either turned 18, or has
enrolled in a post-secondary institution. If you are a college or university, all of your
students are eligible students and they have all the rights under FERPA. This is different
than it is for your K-12 counterparts, because the parents hold the FERPA rights for most of
their child’s existence, until one day the student has an eighteenth birthday or enrolls in
college and at that point, the parents are in for a rude shock. A good FERPA compliance
program will help parents understand that they no longer have rights under FERPA before
your unsuspecting student affairs folks are on the line with them telling them that they
can't get any information on their child who is now actually an adult. So, there's something
to think about. From here on out, I'm just going to refer to eligible students as students
since the distinction doesn’'t matter in the college context.

| promised you four things that FERPA does, so the second thing is that it gives students the
right to inspect and review their education records. That could be a whole FERPA session in
itself, but just know that the regulations are there to help you understand whether you
have to provide copies of the records, whether you can charge fees for copies, and whether
there are any records that the student can't access. We'll cover that last point in more
depth later in this session.

The third thing that FERPA does is allows students to request the amendment of their
education records. Basically, if a student thinks their records are inaccurate, misleading, or
in violation of their right to privacy, they can request amendment. If the school official
denies that request, the student can ask for a hearing in front of someone who has no
conflict of interest in the matter. If that person still says that the record does not need to
be amended, the student can submit a written statement that is attached to the record in
question. From that point on, anytime you release the record in question, you have to
release the statement too. The student didn't get what they wanted, but their explanation
will live on with the document.

Finally, the student may file a complaint against your institution with the U.S. Department
of Education. This is important, because students can NOT file a lawsuit against your
institution for a FERPA violation. They may, however, be able to file a lawsuit for invasion of
privacy or some other similar tort, it's not a great plan to start sharing confidential
information and assuming you won't end up in court over it.
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3. Definitions

3.1 Definition of “Education Record”

I Definition of “Education Record”
34 C.F.R. 99.3 - "Education records”

a) The term means those records that are:
1) Directly related to a student; and
2) Maintained by an educational agency or institution
or by a party acting for the agency or the institution

34 C.FR. 99.3 - “Record”

Record means any information recorded in any way,
including, but not limited to, handwriting, print, computer
media, video or audio tape, film, microfilm, and microfiche.

Notes:

As | mentioned before, FERPA's protections are geared towards education records and the
personally identifiable information therein. We're going to define each of those phrases in
turn. First, we have the definition for “education record.” The term means those records
that are both directly related to a student and maintained by an educational agency or
institution or by a party action for the agency or institution.

Seems broad, right? Well, so is the definition of “record.” That means any information
recorded in any way, including, but not limited to, handwriting, print, computer media,
video or audio tape, film, microfilm, and microfiche.

So let's put these two things together. Basically, any documentation or communication
that exists and is about a student is going to be protected by FERPA. That means that the
student can inspect and review it. As an attorney, | have the potential to get some major
hives about some things that might fall into this category, and they all involve people
venting. If you need to vent about a student, and you put it into an email or voicemail or
text or write it on a paper airplane and sail it over the edge of your cubicle, that student has
the right to access that record you just created. Please don't do this. Be smart about what
you put in writing, because think of it this way - the records are the student's records, and
they can review them, so you're basically holding those records in trust for the time when
they come knocking. Think about that before you put pen to paper, or thumbs to
smartphone.
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3.2 “Personally Identifiable Information”

I “Personally Identifiable Information”
34 C.F.R. 99.3 - “Personally Identifiable Information”

The term includes, but is not limited to -

a) The student’s name;

b) The name of the student's parent or other family
members;

c) The address of the student or student's family;

d) A personal identifier, such as the student'’s social
security number, student number, or biometric record;

e) Other indirect identifiers, such as the student’s date of
birth, place of birth, and mother's maiden name;

(continued on next page) T

Notes:

Another term that's key to what FERPA protects is “personally identifiable information.”
This term is important because you may have lots of records that mention students at your
institution, but that aren't really about the student. Their personally identifiable
information can be removed from the record pretty easily, and ta-da! The record is no
longer an education record.

Private institutions typically don’t care as much about this unless they're knee-deep in
litigation and have to disclose records that contain student information. But for public
institutions that are subject to public records laws, this sort of analysis is the bread and
butter to their analysis of whether they can release a record that has been requested. If
you can redact the personally identifiable information, then the record may not be an
“education record” anymore, and therefore it may not be protected by FERPA and you can
release. For example, if a newspaper wants information about discipline for underage
drinking on your campus last year, you might be able to redact the names of the students
who were disciplined and release the disciplinary letters so the newspaper can do some
analysis. We'll talk a little bit more about it on the next slide.

For now, just know that a student’s name, the name of their parent or other family
members, their address or their family's address, social security numbers, student
numbers, biometric records like fingerprints and retina scans, date and place of birth, and
mother's maiden name are all considered to be personally identifiable information that is
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protected from release.

3.3 “Personally Identifiable Information” Pt. 2

I “Personally Identifiable Information” Pt. 2
34 C.F.R. 99.3 - "Personally Identifiable Information”

(continued)

(f) Other information that, alone or in combination, is
linked or linkable to a specific student that would allow a
reasonable person in the school community, who does not
have personal knowledge of the relevant circumstances,
to identify the student with reasonable certainty; or

(g) Information requested by a person who the
educational agency or institution reasonably believes
knows the identity of the student to whom the education
record relates.

Notes:

OK, the second part of this definition is a little meatier and requires more discussion.
Personally identifiable information also includes other information that, alone or in
combination, is linked or linkable to a specific student that would allow a reasonable
person in the school community, who does not have personal knowledge of the relevant
circumstances, to identify the student with reasonable certainty. It also includes
information requested by a person who the educational agency or institution reasonably
believes knows the identity of the student to whom the education record relates.

To dig into that, we're going to need some examples, so let's meet two students we'll call
Melody and Harmony. They are not representative of any real people or real cases.
Melody is roommates with Harmony, and they are famous pop stars - the type that my
eight-year-old daughter would go crazy for. Melody is 17 and Harmony is 18. They go to
classes but they have a lot of very extra extracurricular activities - like a world tour in front
of millions of adoring fans. Unfortunately, their world tour was recently canceled, leaving
them to go stir-crazy in your residence halls and avoid paparazzi at the same time.

One night, Melody and Harmony get caught drinking in their room by a campus security
guard. When the guard tells them that he will be writing them up for underage drinking
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and drinking in the residence hall, Harmony becomes belligerent. The guard ends up
calling campus police. While they are waiting from the police, Melody swipes at the guard
and accidentally punches Harmony in the nose. When the police show up, Harmony takes
a swing at an officer and is arrested. The paparazzi are waiting outside the building for
when Harmony gets taken by police car to the station, so the incident hits the press almost
immediately.

The local newspaper is calling and wants a copy of the security guard'’s report involving
Melody and Harmony, which was prepared to refer the case to your student conduct office.
Note that this is different than the police report, which they already have. Your guard did
in fact write up a report, and it has both Melody’'s and Harmony’'s names in it. The
newspaper is telling you that you can redact their names and give it to you, and that's
permissible under FERPA. This is at least plausible, because there is a regulation that
allows you to release de-identified student records in which personally identifiable
information has been redacted. So, under these circumstances, can you black out the
student names and turn over the records?

The answer is no, and it's because of these two provisions on this slide. First and most
importantly, the newspaper knows who the report is about. You can't just redact the
names and release the report, because the information is being requested by a person
who knows the identity of the student to whom the education record relates.

But let's say that some random person happened to request all security records from
reports in that hall on that night. They are from some foreign country, don't know Melody
and Harmony, and are completely oblivious to this particular situation. Could you redact
their names and release the report? The answer is probably no, if it would be easy for
someone in your community to figure out who the students were. In this case, since it's hit
the news and the police report is already public, this could very well be a situation where
you can't redact the names and release the record. But, you're going to want to talk to legal
counsel on this one. We'll talk more about the de-identification regulation in the next
session.
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4. Conclusion

4.1 What Isn’t An Education Record

I What Isn't An Education Record
34 C.F.R. 99.3 - "Education Record"

+ Personal notes

+ Records of a law enforcement unit of an educational
institution (with some exceptions)

+ Records relating to employees in their capacity as
employees and who do not hold their position because
they are a student

+ Treatment records of a physician, psychiatrist,
psychologist, or other recognized professional

+ Alumni records

+ Grades on peer-graded papers prior to being collected
and recorded by a teacher

Notes:

Let's back up a second. What about that campus police report that | said was already
released? Well, let’s talk about that.

According to the definition of “education record,” there are certain types of records that
your institution maintains and that directly relate to students that are NOT protected by
FERPA. This means that the student doesn’t have a right to inspect and review them, or
request amendments. It also means that FERPA doesn't prohibit you from releasing them
without consent of the student. There are some pretty broad categories on this list. Let's
talk through them.

The first type of record that isn't an education record is what we often describe as personal
notes, although FERPA doesn't use that term. Personal notes are records kept in the sole
possession of the maker, used only as a personal memory aid, and that are not accessible
or revealed to any other person except a temporary substitute for the maker of the record.
Think of this as the files you keep in your desk, or your planner or notebook. These aren’t
subject to review by the student - but they may still be accessible if the student files a
lawsuit, so you should always assume that the student might see them someday.

The second type of record is what applies here, with Harmony. Records of a campus law

enforcement unit aren’t subject to FERPA if the records are created by that law
enforcement unit for a law enforcement purpose and maintained by that law enforcement
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purpose. If the record falls into that category, it won't be protected by FERPA. Instead, it's
likely subject to whatever public records laws you have that apply to law enforcement
records. In our scenario, we're going to say that the police record isn't protected by FERPA
because it's for a law enforcement purpose, and your state law therefore required release
of the record to the newspaper.

Back to our security guard, and yes, non-commissioned security guards can be law
enforcement under the regulations. The definition of law enforcement records under
FERPA does not include records that were created and maintained exclusively for a non-law
enforcement purpose, such as a disciplinary action or proceeding conducted by the
institution. The security guard's referral to student conduct is therefore NOT going to be a
law enforcement record and will be subject to FERPA.

The third type of record on this list is employee records. It's interesting because the
regulations recognize that some students are employed by the institution, so their
employment records could also qualify as student records. This regulation says that
employee records are not protected by FERPA unless the employee is only employed
because they are a student. So, if Resident Advisors have to be students to get their jobs,
their RA employment records are protected by FERPA. But if a student applies to drive a
campus bus and the application was also open to non-students, their employee records as
a bus driver would not be protected by FERPA.

The fourth type of student record that is not an education record is treatment records.
These are records prepared by a medical or health professional in the course of treatment
and only shared with others providing treatment. Think about this as case notes and
psychotherapy records. The student cannot come in and inspect or review these treatment
records under FERPA. If, however, your institution is subject to HIPAA, treatment records
will be protected by that law. And if your institution is not subject to HIPAA, your
professionals are likely subject to confidentiality requirements due to their licensure.

One quirk about treatment records - students don't get to review them, but they can
request for them to be sent to other treatment professionals according to the FERPA
regulations. Go figure.

Anyway, one to the next type. The fifth type of record about students involves records that
your institution creates after an individual is no longer a student in attendance and that
aren't directly related to the individual's attendance as a student. | call these alumni
records, because that is usually what we're talking about. This is why your development
office can write and distribute fabulous alumni updates. Of course, they probably have
consent to do that, too.
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Finally, this last one is a quirky one. If a teacher uses the “trade and grade” method to get
papers graded, this is not a violation of FERPA. We know this because this issue gotten
taken all the way to the U.S. Supreme Court for deciding, before the Court ruled that you
couldn’t sue under FERPA.

4.2 “Attendance”

I “Attendance”
34 C.FR.99.3

+ Astudent is an individual “who is or has been in
attendance” at your institution and “regarding whom
the ... institution maintains education records.”

+ “Attendance” means in person, by paper
correspondence, videoconference, satellite, Internet, or
other electronic information and telecommunications
technologies for students who are not physically
present in the classroom, and the period during which
a person is working under a work-study program.

Notes:

One last thought on education records. They are records of students, and students are
people who either attend or have attended your institution. But what does that mean?
The definition is ambiguous. Attendance certainly means the obvious - they showed up for
class, by any means that is appropriate. But what about individuals that have filled out
enrollment paperwork and just haven't shown up yet? What about individuals that have
moved into a residence hall but classes haven't started yet? What about individuals that
are participating on athletic teams before their first academic year officially begins?

I'd argue that once they are showing up for your programs or activities as an enrolled
student, they are covered. Before that, you're going to want to consult with legal counsel if

you run into sticky issues about attendance.

That's the end of our first FERPA session. Log into our next session for a discussion about
when you can disclose education records without consent of the student.
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4.3 Please continue to the next slide to complete this module!

Please continue to the next slide to
complete this module!

There is a Part Il to this series that you can find on
the SCI Online Learning Platform on the “Sign Up For
Course” page.

Notes:

5. Exit Questions

5.1 Attest

(True/False, 100 points, 1 attempt permitted)

fisunysc

Submit
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Correct Choice

X True

5.2 Results Slide

(Results Slide, 0 points, 1 attempt permitted)

HSUNYSC!

Continue

Results for

5.1 Attest

Result slide properties Passing Score

80%
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Success (Slide Layer)

fisunysc

Continue

Failure (Slide Layer)

§isUNY s

Continue
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5.3 End Course

§SUNY sCI

End Course
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