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WARNING
• Some of the posts which follow are offensive.
• Intent is not to make anyone uncomfortable,  but the 

specifics of the posts matter when  analyzing an 
employers’ rights with regard to them. 
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Post 1
•  An employee posts on Instagram: “The attempted 

assassin .… ”
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Post 2
• An employee posts on YouTube a video in which he 

refers to his employer as running a “sweat shop”
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Post 3
• An employee posts on TikTok: “The gay life style is 

….according to scripture.”
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Post 4
• An employee posts on Linked In: “I work for a 

sociopath…..”
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Outline for Program
• Social Media Policy
• Investigations and Terminations
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Policy 
• 3 categories of restrictions and requirements  

− Professional social media (on behalf of the employer)
− Personal social media
− All social media (professional and personal)
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Policy 
• Social Media on Behalf of Employer

− Employer owns all social media activity created by an 
employee as part of his or her job
 Consistent with copyright principle of work-for-hire
 Need assignment if you are dealing with contractors because 

opposite presumption 
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Policy 
• Personal Social Media

− Relationship to working time, company network or 
equipment 
 Prohibited
 Permitted  (no restrictions)
 Permitted so long as it does not interfere with employee’s 

productivity/employer’s operations
 Analogy: personal e-mail  

9



Policy 
• Personal Social Media

− Do not state you are speaking on behalf of the employer
− State expressly you are not speaking on behalf of the 

employer if reasonable possibility of confusion
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Policy 
• All Social Media 

− Define social media
 Important to make clear examples are just that
 Importance of defining “post” broadly

 Includes “likes” and the like 
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Policy 
• All Social Media 

− Must comply with employer policies, such as: 
 Anti-harassment policy

 Parallel language in anti-harassment policy 
 Confidentiality of business information

 NLRA concerns 
 Violence

 Celebrations
 IT policies 

 Cybersecurity
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Policy 
• All Social Media 

− Interaction with media
 Do not speak to media as spokesperson (or give the 

impression that you are spokesperson) unless designated 
as such by employer
 Different from saying: you cannot interact with the media.
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Policy 
• All Social Media 

− Non-disparagement/non-defamation
 Benefits
 Risks
 Options
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Policy 
• All Social Media 

− No endorsement/recommendation absent approval
 Customer/clients

 Loss of trade secret status
 Health care and patients

 HIPAA risk
 Violence

 Call out  celebrations
 Employees and former employees

 Pretext risk

15



Policy 
• What about political posts?

− Potential protection under NLRA and some state laws
− How does this play out under policy?
 Subset of personal 
 What about political posts on LinkedIn?

 Concern:  attribution to employer
 May want to address by way of separate communication    
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Policy 
• Consequences

− Make clear violation of Social Media is cause for discipline 
up to and including discharge 
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Investigations
• Review only public posts
• Never ask applicant/employee for password
• What if employee reports about private social media 

post he or she saw?
− Caution: ECPA issue
− Request to see post: non-coercive language 
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Discipline/terminations
• First Amendment Protections

− Limited to public employers
− State constitutional protection (e.g., California)

•  Contractual limitations
− Just cause (CBA)
− Executive Agreements
− Academic Freedom  
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Discipline/terminations
• Statutory protections 

− NLRB
− Title VII or the like
− Whistleblower laws

• Off Duty Conduct law
− Statutory (e.g., CA, NY)
− Common law (e.g., Conn)
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Discipline/terminations (potential restrictions)
• Factors

− Language of policy
− Precise wording of post
− Employee’s position
− Social media platform
− Impact or potential impact on employees, clients, 

customers, etc.
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Discipline/terminations (potential restrictions)
• Cultural issues 
• Reputational issues
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Discipline/terminations
• Ordinarily, provide employee with opportunity to 

explain before terminating
• Sometimes, corrective action short of termination is 

appropriate/adequate 
• Here we go we 4 examples based on real posts
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Post 1
• An employee posts on Instagram: “The attempted 

assassin .… ”

24



Post 2
• An employee posts on YouTube a video in which he 

refers to his employer as running a “sweat shop”
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Post 3
•  An employee posts on TikTok: “The gay life style is 

….according to scripture.”
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Post 4
• An employee posts on Linked In: “I work for a 

sociopath…..”
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Thank you!
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